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Our personal safety is under 
attack. Here’s how embracing 
‘identity literacy’ can help.

Physical documents like driver's licenses and passports used to be among the few 

things that could identify you other than your parents. But with people increasingly 

sharing personal details and leaving digital footprints on social media and online 

shopping sites — not to mention the advent of new technologies like machine 

learning and facial recognition — that has changed. According to the identity 

intelligence company AU10TIX, understanding the expanding identity landscape is 

key to protecting customer security and privacy and protecting brand reputation 

while saving your business money. 

The research company Javelin reports that identity theft cost Americans $43 billion 

in 2020 — and it's a widespread problem, with imposter scams accounting for 20% 

of online fraud reports to the Federal Trade Commission in 2020. Each day, people 

around the world suffer financial harm from scammers who steal their credit-card 

details and hijack their online accounts. The cost to businesses is immense, too, with 

a 2020 PwC report finding that fraud cost businesses $6.5 billion over the previous 

24 months. 

Identity fraud has more than negative economic effects. The American Institute of 

Certified Public Accountants puts the effects of identity fraud on senior citizens in 

the category of elder abuse. There have been instances of home-sharing hosts 

defrauded by guests who steal their things and run criminal operations from their 

properties. And we've all seen the stories of people being catfished on online dating 

sites and scammed out of their money — or worse. With identity thieves also 

targeting children at an alarming rate, hardening the approach to identity 

management is a pressing challenge.
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contains other information that's sensitive to you but that a company doesn't need 

to see, including your driver's license number or Social Security number, weight, 

height, and eye color. 

Every piece of information you give to a third party — whether online or in person — 

increases your risk of compromise. "Your identity is fragile because it is the key to so 

many things," she said. "That's also what makes it such a high-value target for bad 

actors.”  

How businesses can raise their identity game 

As custodians of this information, businesses must understand identity and treat it 

with respect, O'Connor Kolaja said. The financial-services industry grasped this 

challenge earlier than most. Its focus on financial movements put it at the epicenter 

of identity management decades ago, as Congress passed legislation to deter money 

laundering.  

Since then, banks have grappled with rapidly evolving technologies ranging from 

mobile banking to e-commerce and cryptocurrency. As these incumbent financial-

services companies work increasingly with young, innovative fintech companies, 

they face an identity-centric future.  

As digital identity evolves, other sectors struggle to achieve identity literacy — and 

this leaves us increasingly vulnerable to fraud. 

Some companies began capturing and using identity data in a bid to better 

understand their customers. Others required it in response to regulatory 

requirements. Either way, they often find themselves burdened with sensitive 

information that could easily become toxic if mismanaged.  

Understanding identity literacy 

One way to approach this is by expanding our understanding of identity — its 

opportunities and liabilities, according to AU10TIX CEO Carey O'Connor Kolaja. Just 

as we learned how to manage money effectively, we must learn how to manage our 

identities. 

"This is the next critical life skill," she said, pointing out how important digital 

identity has become in accessing and protecting resources. "It merits a concerted 

public effort." 

Individuals and businesses are learning that identity extends beyond what you 

might find on a government ID, she added. It covers every unique element — 

including nicknames, phone numbers, online account numbers, education 

credentials, and even transaction patterns. They can all help to identify people and 

infer things about them. 

These identity elements factor increasingly in scenarios beyond banking or travel. 

The best companies are embracing contextualized identity intelligence to assess risk 

and threats without disrupting the way we access our social-media interactions, 

consult doctors over video calls, book cars via our mobile phones, and use our 

workplace resources. One example is how your bank can quickly identify possible 

fraud because of its knowledge of your spending habits. 

Securing our identity data 

With aspects of our identity now spread across more data points and more channels, 

secure management is more crucial than ever. Technologies like machine learning, 

adaptive analytics, and automation can keep our identities safe and require only the 

relevant details for each interaction. 

O'Connor Kolaja cites the example of being asked to show your government ID just 

to prove your age when signing up for a trading account. That document also 
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Managing identity responsibly creates more financial value by empowering 

businesses to offer more digital services. McKinsey estimates full digital-ID coverage 

could unlock up to 13% of various countries' gross domestic product by 2030. 

The impetus to understand identity is clear, but it's up to businesses to embrace it, 

investing the time and effort to protect their customers' data and their own 

reputations. "We have to work together," O'Connor Kolaja said. "Public- and private-

sector organizations, competitors, and noncompetitors must strive to define and 

secure identity for the modern age.” 

Find out how AU10TIX is obliterating identity fraud 

and fraud-related losses for businesses.

"Large enterprises struggle with how much identity information they have and how 

fragmented it is across the organization, knowing it could be better managed to 

create a great, secure user experience," O'Connor Kolaja said. "Other organizations 

without fraud, risk, or compliance officers don't even know what they are up against 

or what's possible.” 

Current identity-sharing mechanisms fall short of the identity protection we need, 

she explains. For instance, third-party organizations often retain the digital 

credentials that people share rather than using them for verification and then 

discarding them.  

"That means every time you share a piece of yourself you enable others to capture 

that information and possibly misuse it one day," she said.  

Responsible identity management includes using only the personal data necessary 

to authenticate and authorize a person or entity, and no more. It's a deceptively 

difficult problem.  

"You must consider privacy and calculate risk — and appreciate that there's no 

static, one-size-fits-all answer," she said. "That's why attributes like modularity, 

transparency, tokenization, and privacy by design are so crucial when building for 

the future of identity within any business.” 

The benefits of identity literacy 

Identity literacy takes work, but the benefits for businesses go beyond compliance 

with laws such as Europe's General Data Protection Regulation and the California 

Consumer Privacy Act. It can reduce the financial losses associated with fraud and 

protect the online conveniences that we have all come to rely on. It also builds trust 

with customers. People appreciate organizations that handle their data responsibly, 

according to KPMG, which found 86% of US survey respondents concerned about 

data privacy. 
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How to keep up with today’s 
smartest identity thieves

Meet today's identity scammers. They aren't like yesterday's at all. When Frank 

Abagnale, the real-life protagonist of "Catch Me if You Can," forged bank checks, the 

internet was in its infancy. Today's ID thieves commit push-button attacks online 

against victims half a world away.  

These tech-savvy cybercriminals always have new tricks in play, and experts at 

identity verification company AU10TIX have seen them all. "Just as technology has 

revolutionized our lives for good, it has also advanced the capabilities of bad actors," 

Gaby Kozakov, chief technology officer, said. "There is no shortage of unique 

techniques, and fraudsters never cease to innovate and experiment."  

The move to online services sparked a flurry of innovation among fraudsters. They 

replaced physical document forgeries with synthetic digital ones. They cut and 

pasted a mixture of real and fake identity information into digital images supposed 

to be pictures of physical documents.  

When companies noticed this problem, criminals evolved again. They realized their 

synthetic ID documents were too perfect. A real photograph of a physical ID might 

show wear and tear, blur from camera shake, or glare from poor lighting. Modern 

algorithms can detect their absence and sound the alarm. "So they applied filters to 

make the assembled identity look less perfect," Kozakov said.  

Criminals also use other technologies to gain an edge over defenders. Artificial 

intelligence makes identity fraud more subtle and harder to spot.  

For example, there are deep fakes, which are photo-realistic pictures of people 

who never existed, generated with neural networks. Spies are already using these to 

create fake online profiles. Others use AI-generated audio representations of real 

people for manipulative phone calls, some to get someone to divulge PII or others 

to impersonate high-value targets capable of unlocking millions of dollars. 
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defense in depth, in which you use to increase your chances of detection.  

"Examining just an ID itself is limiting," Kozakov said, adding that the best approach involves 

combining it with other factors, including selfies. "You need to constantly introduce new 

processes that aren't studied or expected."  

Behavioral analysis can also influence your confidence in someone's identity. If the same 

person tries to access a service from opposite sides of the world in an hour, an algorithm 

should get suspicious.  

Kozakov also sees power in collaboration between expanding sources, thanks to digital life, 

that could share online data and behaviors. Cross-referencing these could help members of a 

consortium improve identity confidence for everyone.  

The future will see organizations putting more control in consumers' hands, allowing them to 

redact some information when handing their ID to a merchant. That reduces the risk of ID 

fraud for the user and data handling liability for the merchant. AU10TIX has already released 

a functionality like this for businesses wishing to only collect the necessary information, not 

all information, during their verification flows.  

The company's experts expect to see new types of biometrics, along with more granular risk 

calculations linked to more user touch points, providing greater context when authenticating 

identity.  

The FBI used shoe leather detective work to track down Frank Abagnale in the late 1960s. 

Now. Thanks to modern technology, today's fraud detection is less like "Catch Me If You Can" 

and more like "Minority Report" — where we can spot ID fraud as it happens, and sometimes 

even before. 

Find out more about how AU10TIX is staying ahead of 

this new breed of cybercriminals.

Automation is accelerating everything 

Legitimate businesses automate tasks to improve efficiency. Criminal groups are following 

suit, using software automation techniques from machine learning to bots in their attempt to 

generate illicit revenue and information. This is helping them turn fake IDs into a volume 

industry.  

"We're monitoring professional-looking websites where you can create and purchase your own 

synthetic identity card," Doron Mustafi, VP of customer success at AU10TIX, said. "At the end 

of the process, there's a button to take you straight to a crypto exchange or payment platform 

to open an account with it."  

Automation inspires the criminal imagination, Mustafi adds. On top of obvious malicious 

activities, like money laundering, AU10TIX encounters cases where crooks are committing 

innocuous frauds such as submitting a synthetic identity via a web form to illegally claim a 

$50 gift card as a reward. Automating that process with bots could enable them to steal 

hundreds or thousands of cards.  

And the effects of modern fraud aren't just financial. They affect companies, communities, 

and customers in new and worrying ways.  

"In newer identity-dependent sectors like the sharing economy, identity fraud can cause 

physical damage," Kozakov said. This can include stolen or destroyed property, or injury. Uber 

had to fight back user fraud to curb carjackings in Chicago last year. 

Fraud can also damage an organization's reputation. When the state of North Carolina 

introduced an ID management system to verify unemployment payment applicants, the 

enrollment process took too long. Scammers capitalized on the delay by impersonating the ID 

management service and scamming citizens to steal their information. 

  

How to fight sophisticated fraud 

How can companies improve their ID verification and fraud detection? One approach is
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How technology is solving 
the identity crisis

Digital identity underpins everything people do, having replaced physical 

verification experiences in most areas years ago. Now, there is increasing pressure on 

private and public sector organizations to keep those identities safe. 

To do that, organizations need zero-trust frameworks that use digital identity to 

make access secure while also making it transparent and easy to use so that 

everyone can benefit from it. That means redefining identity management. 

 

 

Shifting ownership to individuals 
 

One way to manage identity information more equitably is to rethink its ownership. 

Many organizations acquire and keep customer digital identity information, 

burdening themselves with a liability and security challenge. 

Decentralized blockchain technology promises to change this by storing digital 

identity information securely on a shared ledger. The owner of that ID can then 

grant access to whomever they choose while setting their own conditions, including 

the access period. 

Other emerging trends also support more individual control, like how US citizens are 

able to select an X as their gender marker on their US passport application as of April 

11. Or LinkedIn's efforts to continuously evolve how people can represent themselves 

on their platform, recently adding dyslexic thinking as a skill or the option to denote 

a gap year. 

 

 

Embracing new identification modalities 
 

As the digital world continues to amplify our ability to express ourselves, digital 

verification processes should match this. 
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Tokenization splits digital IDs into modular elements, enabling owners to divulge 

just the data points they choose. Exchanging less information limits risk for the 

owner and the user of that identity data. 

A data standard called Verifiable Credentials is already advancing this idea. Issued 

by the same organization that defines standards for the world wide web, it puts 

individuals in control of their own digital ID, creating secure digital credentials for 

all aspects of life and work and allowing you to choose what credentials to share with 

others. 

And these ID management and verification techniques will become available to 

more people. The World Bank estimates that a billion people around the world don't 

have an official proof of their identity, including one in two women in low-income 

countries. Through digital innovation, a new identity ecosystem could include 

them. But as we progress, how does digital identity also serve the nearly three 

billion still lacking internet access and a digital footprint? 

 

 

Offering different identity solutions 

 

That's why it's important to give people a choice when identifying themselves, just 

as they can choose their preferred payment channel. For many, that might be 

something they are (a biometric solution) rather than something they are issued. 

This is something that identity verification company AU10TIX has been working on 

for several years, ensuring that organizations have the back-end intelligence to 

quickly enroll and verify identities around the world with minimal friction. 

Artificial intelligence (AI) tools such as computer vision and machine learning are 

essential for speed and accuracy, while effective user interface design can eliminate 

user error and frustration. Automation is also critical in continuously keeping up 

with changing regulations, societal norms and personal preferences.

ID management vendors and customers are stepping up to the challenge as they 

reimagine core identity concepts. This includes learning from past mistakes. For 

example, the IRS had originally planned to use third-party facial recognition for 

authenticating taxpayers and wanted to make this mandatory but retreated from 

this plan due to concerns from privacy advocates, taxpayers and lawymakers. And 

Microsoft had to rethink how to prepare and deploy AI in a public forum when the 

Tay chatbot shared racist and otherwise offensive tweets after being prodded by a 

small group of users on Twitter. 

 

 

Creating value for all 

 

Human ingenuity and technology combine to solve the most difficult problems, and 

the ID crisis is no exception. Those who get this right will make important 

contributions that drive the economy forward. McKinsey believes that extending full 

digital ID coverage could increase GDP by 13%. 

With those kinds of gains in our reach, a more inclusive and contextual identity 

ecosystem is no longer merely an option. It is now a social imperative. 

 

Find out more about how AU10TIX is using technology 

to shape identity management.
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About The Identity Equation 

As the ramifications of identity theft and identity fraud make headlines daily, many people remain 

unaware of how critical identity management is in our physical-digital world. This series illuminates 

the equation of modern identities—from expanding data signals to increased threats and advanced 

technologies—and why solving it matters for businesses, communities and individuals alike. 

Looking for more identity literacy? Consider checking out Cutting-Edge Identity Verification Is 

Transforming Financial Services, an expert discussion produced by Insider Events and presented by 

AU10TIX now available on-demand. 

For more on AU10TIX, visit www.au10tix.com or follow us:

Sponsor content by

https://www.youtube.com/watch?v=0BCrBtoND-E
https://www.youtube.com/watch?v=0BCrBtoND-E
https://www.au10tix.com/?utm_source=business-insider&utm_campaign=ebook
https://www.linkedin.com/company/au10tix-limited/
https://www.linkedin.com/company/au10tix-limited/
https://www.linkedin.com/company/au10tix-limited/
https://www.linkedin.com/company/au10tix-limited/
https://www.linkedin.com/company/au10tix-limited/
https://www.linkedin.com/company/au10tix-limited/
https://www.linkedin.com/company/au10tix-limited/
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited
https://twitter.com/AU10TIXLimited

