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proof of address, undergo identity verifica-
tion and possibly even engage in live phone or 
video chats before being able to withdraw or 
deposit, in contrast — steps that enable ex-
changes to detect use of stolen or synthetic 
IDs and filter out bad actors.

Not all regulators or customers are comfort-
able with platforms that rely on minimal KYC, 
however. Fraudsters can take advantage of 
loosely guarded ecosystems to scam users, 
launder money and facilitate other crimes. 
Crypto exchanges therefore need to care-
fully consider how they can work to block 
fraudsters from their platforms and keep le-
gitimate customers safe while maintaining a 
convenient and compelling user experiences. 

The Future Of Identity Report, a PYMNTS and 
AU10TIX collaboration, examines the evolv-
ing state of identity verification and explores 
how cryptocurrency platforms can create 

The cryptocurrency market is expected to 
reach nearly $2 billion by 2027 — a rise that 
is directing attention to the digital exchanges 
that help power this growth. Cryptocurrency 
exchanges enable users to buy digital tokens 
with fiat currency, withdraw money by con-
verting tokens back into fiat and trade and 
transfer crypto coins. These platforms are 
often not subject to the same clear, strict 
customer verification and anti-financial crime 
regulatory requirements: A global study 
found that 56 percent of 800 global virtual 
assets service providers (VASPs) had weak 
or “porous” know your customer (KYC) pro-
cedures. Some of these enabled onboarding 
and permitted unlimited deposits and with-
drawals for users who provided no personal 
details beyond addresses, email addresses 
and names, for example. More robust KYC 
measures required VASPs’ users to provide 

WH AT ’S

https://moderngentlemen.net/cryptocurrency-statistics/
https://ciphertrace.com/2020-geo-risk-report-on-vasp-kyc/
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tailored KYC approaches that meet users’ 
needs for smooth onboarding experiences 
while also serving their demands for secure, 
trustworthy transaction environments. 

A R O U N D  T H E  I D E N T I T Y  V E R I F I C AT I O N 
S PA C E

The growing popularity of digital tokens is 
prompting some major players in the pay-
ments space to cautiously increase their 
involvement. Mastercard recently announced 
plans to start processing some cryptocurren-
cy payments, for example, but its concerns 
about security limit this initiative. Mastercard 
specified that it will only process cryptocur-
rencies that fulfill certain criteria for data 
security, financial regulatory compliance and 
price stability, and the payments giant ap-
pears to still be trying to identify a potential 
candidate that meets these standards. 

Cryptocurrency users can easily find them-
selves in a security tangle as well. The 

anonymity of decentralized finance with-
out intermediaries is an attractive feature 
for users who want privacy, but this also 
means that users who forget their private 
keys or passwords do not have a regulato-
ry organization to which they can turn for 
help verifying their identities through alter-
nate means or resetting lost passcodes. This 
recently caused one user, Stefan Thomas, to 
risk losing access to $220 million worth of 
bitcoin held in a wallet to which he could not 
recall the access credentials. 

Creating smooth, quick onboarding experienc-
es while preventing fraudsters from gaining 
entry to their ecosystems is a challenge for 
many platforms, but getting this balance right 
can pay off significantly. India’s government is 
reviewing a proposal to ban all private digital 
currencies after a governmental committee 
released a report on virtual currencies that 
recommended such a move. Documentation 
on the proposal suggested that the desire to 

https://www.investopedia.com/mastercard-will-begin-facilitating-cryptocurrency-transactions-in-2021-5112531
https://arstechnica.com/tech-policy/2021/02/mastercard-will-support-cryptocurrencies-but-not-the-ones-you-think/
https://www.nytimes.com/2021/01/12/technology/bitcoin-passwords-wallets-fortunes.html
https://beincrypto.com/indian-government-discuss-bill-proposing-private-cryptocurrency-ban/
https://www.medianama.com/wp-content/uploads/2021/02/As79.pdf
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prevent “illegal trading of cryptocurrency” 
or the use of such tokens for “financing ille-
gitimate activities” was a motivating factor. 
Other reporting on this development sug-
gests that cash may be more frequently used 
than cryptocurrency for illicit financing in 
India. A recent global report similarly found 
that only 0.34 percent of worldwide crypto-
currency transaction volume in 2020 involved 
criminal activity. These perceptions may in-
dicate that crypto exchanges need to double 
down on demonstrating the effective KYC 
approaches already at play to counter these 
narratives and better defuse concerns. Such 
efforts could deter regulators from resorting 
to such stringent measures.  

For more on these stories and other identi-
ty verification headlines, read the Report’s 
News and Trends section (p. 13).

H O W  C R Y P T O  E X C H A N G E S  B A L A N C E  I D 
V E R I F I C AT I O N  S P E E D  A N D  R I G O R

Crypto exchanges and the infrastructure pro-
viders that support them need to be certain 
they can accurately detect and thwart fraud-
sters who attempt to onboard and abuse the 
systems. These companies simultaneously 
need to ensure that onboarding remains swift 
and seamless, however, because honest cus-
tomers want to be able to get up and running 
fast to take advantage of trading services 
before crypto prices change. In this month’s 
Feature Story (p. 10), Stephen Cheng, chief 
compliance officer and Bank Secrecy Act 
(BSA) anti-money laundering (AML) officer 
at Prime Trust — a firm that provides finan-
cial infrastructure to FinTechs like crypto 

exchanges — explained the risk analysis and 
KYC approaches that can help crypto plat-
forms preserve convenient experiences while 
ferreting out bad actors.

D E E P  D I V E :  TA I L O R I N G  K YC  F O R 
S E C U R E ,  S M O O T H  U S E R  E X P E R I E N C E S

Fraudsters may be eager to exploit VASPs 
that use only light KYC measures — a prob-
lem that could impact the 44 percent of 
U.S.-based exchanges that permitted un-
limited withdrawals and deposits to users
who provided no more identifying details
than names and email addresses in 2020.
Security-minded platforms therefore need
to decide how best to defend against such
potential misuse while still delivering com-
pelling customer experiences.

Some platforms may be reluctant to demand 
that new customers provide an abundance of 
personally identifying details for verification 
during onboarding, however, because crypto-
currency users are often sensitive about their 
anonymity and may want to trade quickly to 
take advantage of current market prices. The 
volatile nature of many digital assets means 
the currencies’ market values could fluctuate 
quickly, and users may be reluctant to spend 
much time undergoing intensive KYC proce-
dures before trading. This month’s Deep Dive 
(p. 19) investigates the challenges crypto ex-
changes face when seeking to secure their 
ecosystems against fraud as well as solutions 
and strategies these platforms can adopt to 
create low-friction user verification process-
es and more efficiently block financial crimes. 

https://beincrypto.com/indian-government-discuss-bill-proposing-private-cryptocurrency-ban/
https://blog.chainalysis.com/reports/2021-crypto-crime-report-intro-ransomware-scams-darknet-markets
https://www.primetrust.com/
https://ciphertrace.com/2020-geo-risk-report-on-vasp-kyc/
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Many cryptocurrency users find the ability to 
transact anonymously and digitally appeal-
ing, but they also want to be kept safe from 
fraudsters when they transact over crypto 
platforms. What steps can crypto exchanges 
take to foster trust in their ecosystems and 
block out fraudsters, while also preserving a 
level of user anonymity? 

“Today, cryptocurrency has innovators on the 
legitimate side and criminals on the illegiti-
mate side. The assumption is that, as the 
space matures, growth will come from ear-
ly adopters and new mainstream customers.  
Goldman Sachs recently confirmed plans to 
reopen its cryptocurrency trading desk after 
seeing ‘huge’ institutional demand. For these 
audiences, trust and safety are key; they wel-
come fraud prevention measures like identity 
verification. After all, they are used to this 
in their banking, lending and other regulated 
service experiences. Like wearing a seat belt 
in a car; you don’t really like it, but you do it 
and acknowledge it keeps you safer. I’ve nev-
er seen anyone avoid buying a car because 
the seat belt was a bit uncomfortable at first. 
Cryptocurrencies were built on anonymity, 
but recent events pushed them from clan-
destine to common status. Bottom line, fraud 
prevention will be mandated by regulators 
and welcomed by mainstream audiences.”

Recent news on Robinhood revealed that 
many of the platforms’ customers may have 
been minors using accounts created for them 
by their parents. How can platforms work 
to better prevent this kind of misbehavior 
and better assess when accounts opened by 
legitimate, verified customers are being con-
trolled by other users? 

“This is the exact question asked by vir-
tually all regulated markets, especially in 
person-not-present use cases. And the an-
swer here is the exact same. No one can 
read minds, so the solution is in choosing the 
strength of your defenses. The market is al-
ready moving to multifactor authentication. 
An ID is nowadays requested together with 
selfie-to-ID face matching and liveness de-
tection, and customer data is then verified 
and screened. That’s become totally normal 
procedure. Age verification has also made big 
steps in terms of sophistication as AI-based 
biometrics can help assess age and account 
for the different aging patterns by ethnicity.”

EXECUTIVE INSIGHT

https://www.bloomberg.com/news/articles/2021-03-08/goldman-digital-assets-head-sees-big-institutional-crypto-demand
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Customers are often sensitive about how 
much personal information they reveal to 
companies. How can crypto exchanges and 
other digital platforms use layered authen-
tication processes to stay secure without 
overburdening their users? 

“Of course, people are sensitive to sharing 
personal information. Yet, they are sharing 
such information without too much objec-
tion to service providers, authorities, etc.  
as they know it is part of the access game. In 
fact, one doesn’t need to ask for much more 
than the usual basic details to know a lot 
about a person. KYC and AML, open banking, 
credit ratings, social profiles and online be-
havior are just a few examples of how basic 
personally identifiable information can be a 
key to more information that is already avail-
able without more being shared by the person 
themselves. So, identity authentication is al-
ready layered. The shift to watch is with the 
emergence of customer-controlled creden-
tialling and regulation, such as the General 
Data Protection Regulation. Customers will 
simply have more control over who gets 
what. What service providers will have is an 
increasing variety of ways to use customers’ 
authorized information to establish security. “

What are some of the customer-verification 
challenges crypto exchanges face? What 
kinds of tools and strategies can help ease 
this process? 

“Crypto exchanges are more likely to be con-
cerned with identifying bad rather than good 
people, and fraudsters in this space are rel-
atively more sophisticated than in traditional 
markets. They might furnish well-faked cre-
dentials and go a long way to fake biometrics. 
That’s why AU10TIX looks at fraud and risk. As a 
company with roots in identity verification 
solutions for airport security and border 
control, we assume fraudsters, at least the 
serious ones, try to hide manipulations and 
make it difficult to detect them in traditional 
ways like manual examination. That’s why we 
go forensic with automation, neural networks 
and computer vision. We look at forgery 
different than counterfeiting; we look for 
attempts to produce or mask fraud not nec-
essarily visible to the human eye. Good news: 
Forensic-level fraud and risk detection, with 
a second layer of defense, like our INSTINCT 
service, are already putting a serious chal-
lenge to fraudsters!”

O F E R  F R I E D M A N 

Chief business development officer

AU10TIX

https://bit.ly/2OMtmFI
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FIVE FAST FACTS

B A N
India considers declaring private digital 
tokens illegal.

S C A M S
Austria reports a rise in instances of 
potentially fraudulent cryptocurrency 
offerings.

K YC
Most domiciled decentralized 
cryptocurrency exchanges worldwide 
are reported to have little to no KYC 
processes in place. 

PA S S WOR D S
A startup uses specialized software 
to guess cryptocurrency users’ 
half-remembered passwords.

S EC UR I T Y
Platform operators need to proactively 
monitor that only authenticated users are 
logging into their accounts.
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Prime Trust On 
Pursuit Of The 
“Goldilocks” 
Seamless And 
Secure Onboarding 
Balance
Keeping fraudsters out of the cryptocurrency 
space can be tricky, often relying on the de-
tection and removal of potential bad actors 
during and after onboarding. Crypto exchang-
es — and the solutions providers that support 
their customer verification procedures — are 
under significant pressure, however, part-
ly because exchanges operate 24/7, unlike 
traditional stock markets that close at cer-
tain hours. Fraudsters can slip in around the 
clock, so exchanges need technologies, staff 

and strategies that allow for the constant 
confirmation of users’ identities and check-
ing of threats.

These processes must be rigorous but also 
swift, according to Stephen Cheng, chief com-
pliance officer and BSA AML officer at Prime 
Trust, which provides financial infrastructure 
to crypto exchanges and other FinTechs. This 
is because cryptocurrencies’ values fluctuate 
rapidly and investors want to be able to ac-
cess trading while prices are still favorable.

“Especially with how volatile crypto prices 
are, it’s going to be more important to apply 
technology to give quicker responses to us-
ers,” Cheng told PYMNTS in a recent interview.

That does not mean that crypto exchang-
es can afford to skimp on security, however. 
Fraud attacks have ramped up recently, and 
weak identity verification efforts can lead 
to serious harm. New crypto users who lose 

https://www.primetrust.com/
https://www.primetrust.com/
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money to fraud could be deterred from digital 
assets entirely, Cheng warned, and such se-
curity failures would send the message that 
private companies are not able to protect the 
ecosystem, prompting regulators to tighten 
their oversight.

“What [is at stake] when we have fraud-
sters coming into our ecosystem is significant 
economic loss to customers, … further scru-
tiny [from regulators] … [and] companies that 
otherwise would have been able to provide 
valuable services to customers not being 
able to survive because of the financial loss 
they’re suffering,” he said.

Crypto exchanges and companies that sup-
port them, like Prime Trust, therefore find it 
essential to combine both smooth, stream-
lined onboarding with precise fraud detection.

“FinTechs live or die by their onboard-
ing process, which includes ID verification,” 
Cheng said.

T H E  G O L D I L O C K S  G O A L

Crypto exchanges seek what Cheng dubs a 
“Goldilocks solution,” or a coveted balance of 
strong yet smooth security that is “just right.” 
These platforms need to have an onboarding 
verification process that is restrictive enough 
to block out fraudsters while still simple 
and permissive enough to approve legitimate 
users and give those genuine customers con-
venient experiences, he explained. Exchanges 
must always be on the lookout for false pos-
itives, in which they erroneously flag honest 
users, as well as false negatives, in which 
fraud goes undetected.

Crypto exchanges can come closer to find-
ing that Goldilocks balance by using artificial 
intelligence (AI)-powered tools to rapidly 
analyze vast amounts of data and help com-
pliance staff assess new customers’ potential 
risk levels during onboarding. The crypto plat-
forms can then tailor the rigor of their KYC 
processes to suit users’ varying situations, 
helping the exchanges to keep verification 
and onboarding experiences from becoming 
too burdensome — or too lax.

TA I L O R E D  I D  V E R I F I C AT I O N

Crypto exchanges can best manage their ver-
ification processes by understanding the level 
of risk each customer presents. Regulators 
already require the platforms to collect ba-
sic details, like consumers’ names and 
government identification numbers as well 
as business entities’ beneficial ownership de-
tails. Exchanges can take this work a step 
further by examining customers’ specific in-
terests in cryptocurrency, such as whether a 
given user intends to make fairly simple cryp-
to transactions or more complicated ones, as 
well as attending to details such as how the 
market in which a user is located could im-
pact fraud risks.

“It boils down to a risk-based approach, 
where we identify the customer type, prod-
uct type and geographic location, and then, 
based on that, we would have a risk manage-
ment framework that would allow us to score 
the customer during onboarding,” Cheng said. 
“For example, if a ... U.S.-based customer ... 
was using a pretty vanilla product and didn’t 
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have any red flags, they would go through a 
more frictionless due diligence process.”

P R O G R E S S I V E  V E R I F I C AT I O N

KYC is also never a one-and-done process, 
and ID verification during onboarding is only 
the first step. Cheng said that customers and 
their transactions must be continually mon-
itored, and done so with greater levels of 
verification required if or when users prog-
ress to riskier transactions.

“After [customers are] onboarded in the 
system, if we see that their pattern of be-
havior or their transaction activity is unusual 
or [there are] abnormalities beyond what we 

determined as the risk level [associated with 
them] during onboarding, then we’d supple-
ment that initial due diligence with some 
enhanced due diligence,” Cheng said.

Crypto exchanges and their solutions provid-
ers may have to fend off serious fraud attacks 
that could threaten customers’ finances and 
faith in the cryptocurrency ecosystem, but 
powerful analytic technologies and meticu-
lously crafted verification strategies can help. 
Platforms that combine tailored verification 
approaches and robust risk analysis have the 
best chance at hitting a balance of seamless-
ness and security that is just right.
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The state of 
cryptocurrency 
security
I N D I A  C O N S I D E R S  B A N N I N G  P R I V AT E 
C R Y P T O C U R R E N C I E S

India’s government is weighing the fate of 
cryptocurrency, with its Parliament report-
edly reviewing a bill that will make private 
digital tokens illegal in the country. The move 
is driven in part by public officials’ concerns 
regarding cryptocurrency security and comes 
at a time when the government is debating 
the creation of its own central bank-issued 
digital version of fiat currency. Finance min-
ister Nirmala Sitharaman said that digital 
tokens are too often used for financing crim-
inal activities. 

India has experienced a rocky history with 
digital assets, with the Reserve Bank of India 
forbidding banks from supporting cryptocur-
rency transactions in 2018. A 2020 Supreme 
Court ruling overturned that prohibition, and 
trading volumes over main crypto exchang-
es spiked 500 percent that year. The new bill 
prompts the country to again consider its re-
lationship to these transactions, and crypto 
companies and exchanges worldwide may 
wish to use the debate as an opportunity to 
ensure they are implementing strong cus-
tomer verification, financial crime monitoring 
and prevention measures. Crypto companies 
that are able to demonstrate that they can 
keep out crime could help sway the govern-
ment from resorting to such legislation.

https://beincrypto.com/indian-government-discuss-bill-proposing-private-cryptocurrency-ban/
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M A S T E R C A R D  L O O K S  T O  P R O C E S S 
D I G I TA L  T O K E N S  T H AT  M E E T  S T R I C T 
S E C U R I T Y  R E Q U I R E M E N T S 

Cryptocurrencies that meet rigorous authen-
tication and oversight standards may be able 
to reap new opportunities as well. Mastercard 
recently announced plans to start process-
ing cryptocurrency payments this year — but 
only for digital currencies that meet cer-
tain security and stability requirements. The 
payments giant is exclusively interested in 
processing cryptocurrencies that are fully 
compliant with AML rules and other financial 
regulations that safeguard data about cryp-
to users and transactions. This enables FIs, 
merchants and other stakeholders to “con-
tribute to and benefit from their blockchain 
networks,” according to recent reporting on 
the topic. Ars Technica noted recently that 
there may not be any cryptocurrencies that 
clear that bar, however. The publication stat-
ed that the bitcoin network, for example, 
does not abide by the AML laws that banks 
follow and fluctuates significantly in value, 
so it may not meet Mastercard’s user privacy 
requirements. Mastercard has yet to identify 
any specific digital tokens with which it will 
be working and noted that “many of today’s 
2,600 digital currencies today fail to” meet its 
stipulation that they comply with “all appli-
cable laws and regulations.” 

Mastercard’s proposal would mark a major 
departure from how it handles digital assets. 
Mastercard already processes card payments 
that deduct funds from users’ bitcoin stores, 
but its current approach sees the money con-
verted into fiat currency before it is sent over 
its network to recipients, unless they pay 

fees to have the money converted back into 
bitcoin. Mastercard’s new proposal would de-
liver recipients the same cryptocurrency with 
which the sender paid. Other major payments 
players have become involved with cryptocur-
rencies in the past, with PayPal announcing in 
2020 that it would enable its account hold-
ers to buy, sell and store the tokens and Visa 
stating in February that it will start enabling 
cardholders to buy cryptocurrencies in mar-
kets where such activity is legal.

C R Y P T O - R E L AT E D  R A N S O M W A R E 
AT TA C K S  O N  T H E  R I S E

A recently released global trends report 
reflects a more encouraging picture of cryp-
tocurrency security while identifying key 
areas that still need attention to keep crime 
under control. It found that the value of il-
licit crypto transactions fell from more than 
$21 billion in 2019 to $10 billion in 2020 and 
that criminal transactions comprised about 
2 percent of all cryptocurrency transfers in 
2019 but only 0.34 percent of them in 2020. 
Researchers suggested that tougher com-
pliance requirements and regulations were 
responsible for the decrease in crime, but 
noted that crypto use has also skyrocketed 
into 2021, with the market growing 100 per-
cent, and that criminals are likely to prey on 
this activity. 

Certain crypto-related crimes drew the most 
attention in 2020: Fraud scams, terrorist 
financing and dark web sales were most com-
mon. Ransomware-related attacks in which 
criminals used malware to seize control 
over victims’ systems or data and demand 

https://www.investopedia.com/mastercard-will-begin-facilitating-cryptocurrency-transactions-in-2021-5112531
https://arstechnica.com/tech-policy/2021/02/mastercard-will-support-cryptocurrencies-but-not-the-ones-you-think/
https://arstechnica.com/tech-policy/2021/02/mastercard-will-support-cryptocurrencies-but-not-the-ones-you-think/
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/for-paypal-visa-and-mastercard-cryptocurrencies-could-unlock-new-revenues-61239630
https://www.rt.com/business/515578-visa-cryptocurrencies-payment-network/
https://www.financemagnates.com/cryptocurrency/news/cryptocurrency-crimes-are-falling-sharply/


© 2021 PYMNTS.com All Rights Reserved

15
N E W S  &  T R E N D S

cryptocurrency payments in exchange for 
releasing the machines or not publishing sen-
sitive stolen data also deserve attention, 
according to the report. These types of at-
tacks collected a relatively small share of all 
illegally-obtained cryptocurrency in 2020 — 
netting $350 million for criminals — yet the 
figure represents a 311 percent increase over 
the value of 2019 ransomware attacks, illus-
trating the crime’s growing popularity. 

B I T S TA M P  I N T R O D U C E S  H E I G H T E N E D 
S E C U R I T Y  M E A S U R E S  I N  N E T H E R L A N D S

Some crypto exchanges are scrutinizing when 
they may need to review users’ transaction 
behaviors for signs of suspicious activities. 
Considerations like these appear to be at the 
center of a debate in the Netherlands over the 

security of the cryptocurrency sector. Crypto 
exchange Bitstamp — reported to be the 11th 
largest exchange based on volume of trades 
handled — instituted new policies in January 
that limit users to only withdrawing their dig-
ital tokens into wallets or exchange accounts 
that they can prove they own. Dutch cus-
tomers were required on Jan. 15 to provide 
photographic evidence that they owned out-
side accounts and whitelist those accounts 
before being allowed to transfer crypto coins 
into them. The update could potentially help 
prevent users from sending funds to crimi-
nals either intentionally or because they have 
been tricked into doing so. Bitstamp chief 
technology officer David Osojnik said the ex-
change’s new policy was made in response 
to rules from the country’s central bank, De 

https://cryptobriefing.com/bitstamp-begins-track-off-exchange-addresses/
https://www.theblockcrypto.com/post/92282/bitstamp-kyc-measures-crypto-withdrawals-netherlands
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Nederlandsche Bank (DNB). DNB stated that 
it has not specifically required whitelisting or 
other related practices, but rather has sug-
gested that these were potential steps that 
the cryptocurrency sector could take to com-
ply with financial sanctions laws. 

Any additional security measures can 
introduce new frictions to the customer ex-
perience, however, of which Bitstamp seems 
aware. Osojnik said the firm recognized its 
new whitelisting policies may “inconvenience” 
customers and that the exchange was at-
tempting to make the cryptocurrency address 
verification process friction-free to preserve 
user experiences while tightening security.

Know your 
customer
81  P E R C E N T  O F  D E C E N T R A L I Z E D 
C R Y P T O  E X C H A N G E S  H A V E  W E A K  O R  N O 
K YC  P R O C E D U R E S  I N  P L A C E

Digital companies face tricky balancing acts 
when settling on customer authentication 
strategies that balance both security and 
user experience. Users want to know that 
their accounts are protected against cyber-
criminals’ attempts to gain access while also 
being reassured that they can easily get in 
when desired. Decentralized crypto exchang-
es may find striking the right balance to be 
especially challenging: Many users are at-
tracted to decentralized cryptocurrencies 
due to the anonymity and lack of regulatory 
control or oversight. This could be why a 2020 
report found that 81 percent of decentralized 

crypto exchanges clearly stating the coun-
try in which they are regulated either lacked 
KYC procedures or had weak ones in place. 
The same was true of 85 percent of VASPs 
that lacked clearly defined domiciled coun-
tries. The limited authentication efforts 
provide fast, seamless onboarding and user 
anonymity but increase the risk of platforms 
becoming used for money laundering and 
other fraud.  

This approach can have additional down-
sides, too, including when users forget the 
private keys that grant them access to their 
digital tokens — or the passwords needed 
to access those keys — and find themselves 
locked out. Traditional financial services pro-
viders can reset customers’ passwords and 
confirm their identities through alternate 
means, but decentralized crypto exchang-
es’ rejection of oversight means there is no 
entity responsible for assisting users who 
may forget their credentials. This problem 
was recently spotlighted when a user named 
Stefan Thomas reported that he was unable 
to access the private keys to his bitcoin dig-
ital wallet, which held $220 million worth of 
cryptocurrency at the time. Thomas stored 
his private keys in a secure hard drive device, 
to which he had also forgotten the pass-
word. He was reported to have failed eight 
out of 10 possible attempts to access the 
hard drive, with two more failures set to trig-
ger the device to lock itself and permanently 
encrypt the contents. The inability to retrieve 
his private keys would prevent Thomas from 
withdrawing or using his crypto coins. 

https://cms.law/en/nld/publication/dutch-central-bank-responds-to-the-united-bitcoin-companies-netherlands
https://ciphertrace.com/2020-geo-risk-report-on-vasp-kyc/
https://www.nytimes.com/2021/01/12/technology/bitcoin-passwords-wallets-fortunes.html
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I S R A E L I  S TA R T U P  O F F E R S  B R U T E 
F O R C E  T O  H E L P  C R Y P T O C U R R E N C Y 
W A L L E T  U S E R S  R E C O V E R  F O R G O T T E N 
PA S S W O R D S

Thomas is far from alone in this problem. 
Many users who purchased Bitcoin years ago 
have been watching its recent price resur-
gence and attempting to get access to their 
old coin wallets, according to Or Weinberg, 
co-founder of Israel-based crypto wallet 
password recovery provider Brute Brothers. 
Cryptocurrency users do not always real-
ize that they — not the exchanges or any 
other firms — are solely responsible for safe-
guarding and remembering their access keys, 
Weinberg said. Crypto wallet users need both 
passwords and seed phrases — which are 

second passcodes often comprising a se-
quence of 12 or 24 random words — to gain 
access to their private keys, and thus their 
accounts. Brute Brothers can help users re-
gain access to their crypto wallets by asking 
questions about their typical passwords and 
any portions of the lost crypto wallet pass-
word or seed phrases that they still recall. 
This information is then fed into specialized 
software that uses it as the basis for trying 
different combinations and guessing at what 
their passcodes and phrases may be, ac-
cording to the company website. There are 
limitations, however, since it is only poten-
tially possible to recover a password or seed 
phrase if the user remembers a portion of it.

https://www.israelhayom.com/2021/02/18/israeli-startup-can-restore-your-lost-bitcoin/
https://idoneus.io/support-hub/what-are-seed-phrases-private-keys-public-keys-public-addresses/
https://brutebrothers.com/
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Future projections
U S ,  F R E N C H  P O L I C Y  P R O P O S A L S  C O U L D 
E X PA N D  K YC  R E Q U I R E M E N T S  T O  C O V E R 
M O R E  C R Y P T O  T R A N S A C T I O N S

The cryptocurrency space as a whole has 
been trending toward more regulation and 
oversight, with various jurisdictions consid-
ering requiring comprehensive KYC checks 
to occur more frequently. The U.S. Financial 
Crimes Enforcement Network (FinCEN) re-
cently proposed requiring banks, crypto 
exchanges and other money service providers 
to perform identity verification and reporting 
on transactions that involve non-hosted dig-
ital asset wallets if the value is more than 
$3,000, for example, and France has taken 
even larger steps. The French Finance Ministry 
is reportedly considering requiring crypto ex-
changes and other parties to conduct full KYC 
checks on all digital token transactions. Such 
comprehensive checks ask users to present 
two forms of government-issued identifica-
tion and are currently only required for crypto 
to fiat transactions worth €1,000 ($1,190 
USD) or more. The proposed law would ne-
cessitate these intensive KYC checks for 
crypto-to-crypto transactions as well and 
would remove the value threshold entirely. 

Chief technology officer Pierre-Guy Bareges 
of cryptocurrency firm Digital Service Group 
said such a move could cause the costs 
of onboarding to quintuple. Finding effi-
cient ways to handle such verification could 
be essential to certain use cases remaining 
cost-effective, such as one-off, low-value 
payments. Regulators’ final decisions on 

whether to pass such laws — and the tech-
nologies and strategies that crypto exchanges 
leverage to comply with them — could sig-
nificantly impact how the digital token space 
evolves.   

H O W  C R Y P T O  E X C H A N G E S ’  P R I V A C Y, 
V E R I F I C AT I O N  A P P R O A C H E S  M AY  S H I F T 
I N  C O M I N G  Y E A R S

Attitudes toward KYC have changed as the 
cryptocurrency space develops and expands. 
One observer in 2020 expected that securi-
ties and crypto exchanges would increasingly 
blend, for example, allowing investors to 
conduct all kinds of trading over the same 
platforms. Crypto exchanges preparing for 
such transitions are likely to take steps to 
ensure strong identity verification and align 
themselves with the regulatory compliance 
approaches taken by traditional securities 
exchanges. 

Trends also may be turning against so-called 
“privacy coins” that obscure senders and re-
ceivers’ addresses as well as the values of the 
payments, making transaction chains hard to 
trace. A growing number of crypto exchang-
es around the world delisted such currencies 
last year, and some jurisdictions proposed 
prohibitions against them. Tensions between 
privacy and fraud-fighting will continue to be 
a priority in the space, and exchanges will be 
hard at work to meet both customers’ and 
regulators’ desires.  

https://coingeek.com/fincen-proposes-new-kyc-rules-for-non-hosted-wallets/
https://www.theblockcrypto.com/post/87001/france-crypto-rules-mandatory-kyc-crypto-to-crypto
https://cryptonews.com/exclusives/will-no-kyc-exchanges-survive-in-a-regulated-crypto-industry-5796.htm
https://coingeek.com/we-told-you-so-here-are-some-digital-asset-regulation-highlights/
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DEEP

How Crypto 
Exchanges 
Can Balance 
Platform Security 
With Customer 
Experience
Cryptocurrency exchange security is being 
hotly debated as digital assets draw more at-
tention from consumers, investors, regulators 
and fraudsters. The values of cryptocurren-
cies are famously volatile and users can trade 
certain tokens anonymously or while using 
pseudonyms. These combined factors can 
attract both privacy-focused investors ea-
ger to gamble on favorable cryptocurrency 

market trends and also lure fraudsters who 
hope to hide their identities while conducting 
financial crimes. The current cryptocurrency 
frenzy is further creating a lucrative environ-
ment in which cybercriminals can carry out 
their schemes.

Fraudsters’ abuse of cryptocurrency is not 
a new phenomenon. Criminals operating 
worldwide between 2011 and 2021 report-
edly scammed users out of nearly $5 billion 
worth of cryptocurrency and stole another $3 
billion through security breaches. The regula-
tory requirements facing the exchanges that 
facilitate the purchase and trade of these 
tokens have been evolving in recent years, 
partly in response to growing concern over 
fraudsters’ efforts. U.S.-based exchanges be-
came subject to the Bank Secrecy Act’s AML 
and KYC rules until 2019, for example, and 

https://www.gemini.com/cryptopedia/anonymity-vs-pseudonymity-basic-differences
https://www.pymnts.com/news/2021/today-in-payments-crypto-market-tops-1-trillion/
https://crystalblockchain.com/security-breaches-and-fraud-involving-crypto
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FinCEN is currently seeking comments on a 
policy proposal that attempts to tighten AML 
measures by requiring FIs and exchanges to 
follow stricter reporting requirements on cer-
tain convertible virtual currency transactions.

Many crypto exchanges around the world still 
have relatively lax security measures, how-
ever, which could put them and their users 
at greater risk. A 2020 study found that 56 
percent of the worlds’ VASPs allow users 
to withdraw or add funds of up to certain 
values without going through any KYC pro-
cedures or only cursory ones. Statistics like 
these can make exchanges seem like unsafe 
trading environments, discourage honest us-
ers from engaging with them and also prompt 
regulators to propose stricter KYC and AML 
requirements for these platforms so as to 
crack down on crime. Many consumers are 
interested in cryptocurrencies for legiti-
mate reasons but may be wary of platforms 

that put them at risk of unwittingly trading 
with scammers.

Crypto exchanges face a careful balancing 
act, because too onerous or invasive user 
verification procedures can scare off custom-
ers — especially those who are attracted to 
cryptocurrency for its much-advertised ano-
nymity. This Deep Dive examines the security 
risks and privacy concerns facing crypto ex-
changes as well as strategies for improving 
safety without sacrificing the customer 
experience. 

T H E  C R Y P T O C U R R E N C Y  S E C T O R ’ S 
S E C U R I T Y  C H A L L E N G E S

Transactions made with digital assets are 
tracked and recorded on the blockchain, 
but users themselves remain anonymous by 
trading under pseudonyms and usernames. 
This opacity can make it easier for crimi-
nals to onboard and scam unwitting victims 
or conduct money laundering. Cryptocurrency 

https://www.fincen.gov/news/news-releases/fincen-extends-reopened-comment-period-proposed-rulemaking-certain-convertible
https://ciphertrace.com/2020-geo-risk-report-on-vasp-kyc/
https://seon.io/resources/how-to-protect-your-crypto-exchange-from-fraud/
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transactions are also irreversible, meaning 
that victims may have no recourse should 
they be tricked into sending digital tokens to 
fraudsters. Factors like these — plus the cur-
rently high value of many cryptocurrencies 
— make the space tempting for bad actors. 

Exchanges that want to gain legitimate users’ 
trust must prove that it is safe to transact 
without introducing frictions that turn cus-
tomers off, and each platform must find an 
approach that suits its particular custom-
er base. Some platforms may feel that they 
cannot simply copy the KYC playbooks of 
their traditional, regulated financial institu-
tion (FI) counterparts without modifying the 
nature of their offerings. Users may therefore 
be reluctant to hand over many of the per-
sonally identifying details typically collected 
in FIs’ customer verification processes. 

Exchanges recognize that many crypto-
currencies are also subject to rapid value 
fluctuations, and customers often want to be 

able to trade quickly so they can take advan-
tage of current prices. This puts the onus on 
platforms to handle their verification and se-
curity checks swiftly as to avoid making users 
suffer through painful delays. Safeguards may 
be essential to recruiting customers to a plat-
form, but too much friction is likely to chase 
them away, and users may defect to compet-
itors that are able to strike a more appealing 
balance of seamlessness and security. 

TA I L O R I N G  A U T H E N T I C AT I O N

Crypto platforms are adopting a variety of 
strategies for confirming customers’ identi-
ties while providing compelling experiences. 
Some exchanges may ask new customers to 
proceed through light initial onboarding pro-
cesses but then require deeper ID verification 
before taking more financially risky actions, 
increasing the amount of identifying infor-
mation that customers must provide as the 
value of their deposits and withdrawals rise. 

https://seon.io/resources/how-to-protect-your-crypto-exchange-from-fraud/
https://www.sygna.io/blog/what-is-aml-kyc-in-crypto/
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Platforms may use contextual onboarding in 
which they allow customers to onboard with-
out going through any identity verification 
but enable only very limited functionalities 
while customers who provide photo IDs may 
be permitted to conduct low-level withdraw-
als and deposits and full KYC adherence may 
allow users to transfer, deposit or withdraw 
significant sums.

Other exchanges seek to build trust by 
requiring all new customers to pass through 
robust KYC procedures right off the bat, 
including background searches, checks 
against sanctions lists, verification of 
government-issued IDs and even live phone 
calls. Each platform must determine the cus-
tomer verification approach that best suits 
its business model and complies with local 
regulations. 

Cryptocurrency platforms can also look out 
for red flags that — if detected and acted 
upon — allow them to nip fraud in the bud. 
Detecting when a customer signs up using 
one name while uploading funds from bank 
accounts bearing a different name can ring 
alarm bells, as can the detection of users 
with IP addresses that have been associat-
ed with suspicious activities in the past. Such 
occurrences can prompt crypto exchanges 
to intervene or monitor the accounts more 
closely as they work to determine whether 
criminal activity is underway or if the events 
are simply false positives. Platforms can work 
to improve the precision and accuracy of their 
fraud detection measures as well by moni-
toring and analyzing transactions in real time 
for fraud indicators. Automation-powered 

solutions can help make this rapid-fire 
analysis possible and support firms in identi-
fying potential fraud even earlier. 

L O O K I N G  A H E A D

Interest in digital currencies continues to 
grow and is prompting central banks around 
the world to explore their own digital curren-
cy projects that could provide virtual tender 
as an alternative to cash. China has already 
begun testing a digital version of the yuan, 
while the Saudi Arabian Monetary Authority is 
collaborating with the United Arab Emirates’ 
central bank on using cryptocurrency to fa-
cilitate cross-border transactions between 
their nations. 

Developments like these put a focus on how 
identity verification and privacy will be bal-
anced in the digital currency space in the 
coming years, including the extent to which 
the anonymity offered by cash transactions 
will be replicated and maintained by virtual 
alternatives. China’s digital yuan is intended 
to allow users to maintain anonymity when 
transacting with each other, but it would 
also expose participants’ details to the cen-
tral bank, for example. This approach will not 
meet the needs of all users or suit the pre-
vailing attitudes in all countries, though, and 
some consumers and businesses may contin-
ue to call for more anonymous options. 

Cryptocurrency advocates seeking more 
widespread adoption of private tokens must 
also address the balance between fight-
ing fraud and user anonymity. Kurt Nielsen, 
president of blockchain infrastructure organi-
zation Partisia Blockchain Foundation, wrote 

https://www.pymnts.com/aml/2020/bitgo-aml-kyc-cryptocurrency-compliance/
https://cointelegraph.com/news/how-compliance-software-detects-fraud-and-money-laundering-involving-crypto
https://www.pymnts.com/cryptocurrency/2021/worlds-central-banks-moving-toward-digital-currencies/
https://wired.me/business/cryptocurrency/gulf-states-cryptocurrency/
https://www.nasdaq.com/articles/the-blockchain-ecosystem-is-crying-out-for-increased-privacy-and-confidentiality-2020-12
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that broadening cryptocurrency uptake de-
pends on the tokens offering both security 
and confidentiality. Nielsen said research-
ers are currently working on projects that 
seek to leverage both blockchain and a form 
of cryptography known as secure multiparty 
computation (MPC), and that this work could 
lead to promising results. These technologies 
together may enable cryptocurrencies to sat-
isfy regulators’ needs to manage transactions 
while preserving user privacy through MPC’s 
ability to “comput[e] directly onto encrypt-
ed data while maintaining zero-knowledge 
about the data.” Nielsen sees MPC as build-
ing on a similar idea to zero-knowledge proof 
technologies, which, as other writers have 
previously  noted, can enable users to verify 
their identities in a private manner by proving 
their ownership of a drivers’ license without 
actually disclosing specific identifying details. 

Such discussions around providing verifica-
tion while minimizing exposure of personal 

details may become increasingly important 
as 83 percent of consumers said in a 2020 
global survey that they wanted more con-
trol over their own data. These needs could 
encourage greater exploration of how cryp-
to exchanges and other companies can verify 
customer identities without having to view 
any more details than are strictly necessary 
for the transactions at hand.   

Serving cryptocurrency users’ security and 
convenience needs now and in the future may 
require exchanges to explore revamping their 
customer authentication toolkits. Powerful 
automated identity verification tools can 
help platforms keep onboarding seamless-
ly while enabling them to catch and thwart 
potential fraud, building trust with regulators 
and legitimate users alike. New ID verification 
strategies and technology developments are 
also likely to continue to promote innovative 
ways of meeting regulators’ security demands 
and users’ privacy desires. 

https://www.frontiersin.org/articles/10.3389/fbloc.2020.00026/full
https://www.pwc.com/us/en/services/consulting/library/consumer-intelligence-series/trusted-tech.html
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PYMNTS.com is where the best minds 
and the best content meet on the 
web to learn about “What’s Next” 
in payments and commerce. Our 
interactive platform is reinventing the 
way in which companies in payments 
share relevant information about 
the initiatives that shape the future 
of this dynamic sector and make 
news. Our data and analytics team 
includes economists, data scientists 
and industry analysts who work with 
companies to measure and quantify 
the innovation that is at the cutting 
edge of this new world.

AU10TIX is an identity intelligence 
company on a mission to obliterate 
fraud and make the world a more 
secure, inclusive place through 
automated technologies that 
confidently link physical and 
digital identities. Our global, 
modular solutions — from identity 
document verification to biometric 
authentication, liveness detection 
and synthetic fraud detection — are 
backed by four decades of experience 
and enable businesses and customers 
to confidently connect.

https://pymnts.com/
https://bit.ly/2OMtmFI
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