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than 80 percent plan to use digital-only bank-
ing services more frequently in the future. 
Fraudsters have adjusted their schemes ac-
cordingly, leaning on online banking’s remote 
nature to better fool existing fraud detection 
tools. Another study found that identity fraud 
losses climbed to $56 billion last year as 
fraudsters tapped synthetic identity scams, 
automated bots and other tools to skirt ex-
isting digital identification measures.

These developments mean that crafting 
robust digital verification processes is of par-
amount importance for FIs, but they must 
also adjust their strategies and reassess 
the tools they use to verify their customers 
and tackle fraud. Tapping advanced tech-
nologies such as artificial intelligence (AI) 
and machine learning (ML) as well as more 
consumer-facing tools like biometric identi-
fication measures could help banks achieve 

The financial industry has experienced no 
shortage of security issues stemming from 
the pandemic. One report found that financial 
institutions (FIs) around the globe witnessed a 
238 percent increase in cyberattacks between 
February and April of last year, revealing just 
how hard many banks were hit at the outset 
of the health crisis. Fraudsters have stepped 
up their attacks against banks, lenders and 
other financial platforms in the months that 
followed, with another study noting a 72 per-
cent year-over-year rise in account takeover 
fraud in the United States in 2020.

This spike in digital fraud is correspond-
ing with legitimate customers’ increased use 
of digital banking and payment services as 
brick-and-mortar branch visits fall out of 
favor. Forty percent of consumers have not 
entered physical bank locations in the past 
six months, according to one study, and more 

WH AT ’S

https://www.javelinstrategy.com/content/Javelin-2021-Identity-Fraud-Study
https://www.zdnet.com/article/covid-19-blamed-for-238-surge-in-cyberattacks-against-banks/
https://www.javelinstrategy.com/press-release/identity-fraud-losses-increase-15-percent-consumer-out-pocket-costs-more-double
https://www.gobankingrates.com/banking/banks/pandemic-changed-the-way-we-bank-40-have-not-stepped-foot-in-banks-in-past-six-months/
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their security goals without alienating the 
rush of new customers seeking quick, conve-
nient digital banking services.

A R O U N D  T H E  I D E N T I T Y  V E R I F I C AT I O N 
S PA C E

Fraudsters are becoming particularly bold in 
attacking digital account openings with me-
dia companies, with one recent report finding 
that the volume of such attacks grew globally 
between July and December of last year. Bad 
actors also continue to target consumers’ 
existing accounts at banks and other busi-
nesses, with FIs witnessing a slightly lower 
attack rate in this sector than other indus-
tries — except for when it comes to payments 
fraud. Fraudsters are using automated bot 
attacks to launch their schemes, as bots can 
use stolen data to rapidly test myriad pass-
word and username combinations. Ensuring 
that banks and other organizations facing 

these attacks are employing adaptive fraud 
protection and identity verification measures 
will be key to safeguarding both new and ex-
isting accounts.

As consumers grow more familiar with on-
line banking tools and other digital solutions, 
many report increasing frustrations when 
their onboarding or login attempts do not 
go as quickly or smoothly as they expect. 
Businesses and FIs must balance seamless-
ness and security to keep these customers 
engaged, and employing a more flexible ap-
proach to identification could help them 
achieve this balance. This means it is criti-
cal for businesses to tailor their verification 
processes to the needs of their clients and 
customers. ID verification provider AU10TIX 
recently launched a solution that aims to 
enable such flexibility. It allows FIs to offer 
a number of identity verification features, 

https://www.securitymagazine.com/articles/94684-cybercrime-report-finds-young-adults-and-adults-over-75-most-vulnerable-to-fraud-attacks
https://www.pymnts.com/news/security-and-risk/2021/au10tix-launches-identity-verification-product/
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including those leveraging biometric tools 
or relying on uploaded identity documents. 
Democratizing identity verification in this 
manner can allow FIs and other businesses 
to more easily confirm users’ identities and 
implement the appropriate number of securi-
ty layers for their organizations.

FIs must also be able to quickly distinguish 
between fraudsters and customers as digital 
banking becomes more popular. Forty per-
cent of FIs in one recent study claimed that 
they often mistake legitimate customer ac-
tivities for fraud, and such instances — called 
false positives — can add significant frictions 
for legitimate users while allowing bad ac-
tors to slip through the cracks. Integrating 
emerging technologies such as AI and ML 
could help banks better sort cybercriminals 
from honest customers, as these tools can 
swiftly parse large amounts of data to bet-
ter assess whether certain behaviors indicate 
fraud. Banks themselves appear to be grow-
ing more trusting of these technologies, too, 
with 64 percent noting that AI enables them 
to thwart fraudsters before they can perpe-
trate their scams.

For more on these stories and other identi-
ty verification headlines, read the Report’s 
News and Trends section (p. 12).

H O W  S TA S H  I S  TA P P I N G  M L , 
B E H A V I O R A L  B I O M E T R I C S  F O R  R O B U S T 
I D E N T I T Y  V E R I F I C AT I O N

Consumers are moving their financial ac-
tivities online more than ever during the 
pandemic, turning to their mobile devices 
not just for daily banking but also to begin 

managing investments. Fraudsters are fol-
lowing right in consumers’ virtual shadows, 
making it essential for financial players look-
ing to gain the attention and trust of these 
new users to ensure they can swiftly and ac-
curately authenticate their identities. Doing 
so successfully means that firms need to 
collect, analyze and verify a growing amount 
of personal information in a shorter space of 
time to keep users satisfied, however. In this 
month’s Feature Story (p. 9), Caleb Callahan, 
vice president of fraud at personal finance 
app Stash, details how shifting digital iden-
tity verification needs will continue to evolve 
over the next few years and why automated 
technologies such as ML are proving critical 
to meeting those needs.

D E E P  D I V E :  H O W  F I s  C A N  TA P 
A D V A N C E D  T E C H N O L O G I E S  T O  P O W E R 
S E A M L E S S  I D E N T I T Y  V E R I F I C AT I O N

Consumers’ comfort with online banking 
has grown over the past year, presenting a 
key opportunity for banks to entice and en-
gage new crops of virtual customers. This 
also means that customer onboarding must 
be accomplished swiftly and securely, which 
makes robust identity verification measures 
essential for FIs. This month’s Deep Dive 
(p. 17) analyzes how FIs are working to keep 
customers’ identities safe as digital bank-
ing use grows and examines why more banks 
are integrating emerging technologies like AI, 
ML and biometric tools into their verification 
processes.

https://www.fintechnews.org/how-ai-and-machine-learning-can-turn-the-tide-of-fraud/
https://www.stash.com/
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How are fraudsters adjusting their attacks 
for a world where digital banking and lend-
ing is quickly becoming the norm? How can 
banks ward against these changing threats?

“As we look toward the post-pandemic — or, 
more accurately, inter-pandemic — era and 
start to count the cost of fraud, I think we 
will understand just how good fraudsters 
were at using synthetic identities to defeat 
manual and semimanual onboarding process-
es using SIM swaps and other techniques to 
control authentication and using some pretty 
convincing scripts to trick people, companies 
and FIs into authorizing transactions. Identity 
theft losses were $712.4 billion-plus in 2020, 
up 42 percent from 2019, and more than a 
third of U.S. consumers surveyed have been 
recent victims [of] application fraud. To be 
frank, our defenses are fragmented and too 
dependent on technologies such as SMS that 
were never designed to provide secure ser-
vices. Banks and all businesses should be 
looking at how to unify data signals and layer 
checkpoints in order to keep up with today’s 
sophisticated fraudsters.”

What tools or technologies could prove par-
ticularly beneficial for banks and other 
financial players as they look to better dif-
ferentiate between fraudsters and legitimate 
customers engaging with their online and 
mobile banking channels?

“Well, in an ideal world, we would have a dig-
ital identity infrastructure that banks and 
others could depend on, but I think that we 
are some ways away from that right now. 

As a legitimate customer, I would prefer in-
teractions through my bank’s app. When 
the bank calls me, I would expect their app 
to pop up and confirm that the call is legit-
imate. When I log in online, I would expect 
their app to pop up for authentication and so 
on. Better still would be the banks agreeing 
on a way to streamline standards for access 
requests and verification processes as fraud-
sters exploit consumer confusion ruthlessly, 
and identity verification should ultimately be-
come passive.”

How do you see digital identity changing or 
developing over the next several years, and 
how should financial institutions respond to 
these developments?

“I wonder if the invention and innovation in 
identification, authentication and authori-
zation will respond to different and more 
immediate drivers. The needs of the travel 
and hospitality, health, education and oth-
er sectors might accelerate the evolution of 
infrastructure for safety and security. For 
companies such as AU10TIX, which can take 
their enterprise-grade onboarding out into 
these other sectors, I can see something of 
a win-win: new markets that in turn drive the 
development of new capabilities, [such as] 
verifiable credentials, that give the financial 
sector new options for secure, private ser-
vices in the mass market.”

D A V I D  B I R C H 

Digital financial services expert and 
AU10TIX advisor

EXECUTIVE INSIGHT

https://www.au10tix.com/lp/idv-1/?utm_source=PYMNTS&utm_medium=Report2-launching&utm_campaign=Future-of-identity&utm_term=new
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FIVE FAST FACTS

AI CHALLENGES
Some financial services providers say they 
need to hire more data scientists or make 
changes to their organizations before they 
can adequately use AI.

SHORT-TERM FIXES
Many IT professionals say that their 
organizations have responded to 
pandemic-driven cyberattacks with 
short-term solutions.

BIOMETRICS
Financial services firms are expected to 
begin deploying more biometric solutions 
to verify customers.

SYNTHETIC FRAUD
Evidence suggests that instances of 
synthetic fraud will ramp up once the 
pandemic ends.

RELIEF FRAUD
Fraudsters are using stolen or fake 
identities to apply for government aid and 
then using investment platforms to launder 
the funds.

https://blogs.nvidia.com/blog/2021/03/10/financial-services-industry-ai-survey/
https://blogs.nvidia.com/blog/2021/03/10/financial-services-industry-ai-survey/
https://blogs.nvidia.com/blog/2021/03/10/financial-services-industry-ai-survey/
https://blogs.nvidia.com/blog/2021/03/10/financial-services-industry-ai-survey/
https://www.businesswire.com/news/home/20210224005176/en/78-Lack-Confidence-in-Their-Company%E2%80%99s-Cybersecurity-Posture-Prompting-91-to-Increase-2021-Budgets
https://www.businesswire.com/news/home/20210224005176/en/78-Lack-Confidence-in-Their-Company%E2%80%99s-Cybersecurity-Posture-Prompting-91-to-Increase-2021-Budgets
https://www.businesswire.com/news/home/20210224005176/en/78-Lack-Confidence-in-Their-Company%E2%80%99s-Cybersecurity-Posture-Prompting-91-to-Increase-2021-Budgets
https://www.businesswire.com/news/home/20210224005176/en/78-Lack-Confidence-in-Their-Company%E2%80%99s-Cybersecurity-Posture-Prompting-91-to-Increase-2021-Budgets
https://www.bizjournals.com/sanfrancisco/news/2021/03/12/financial-services-firms-accelerate-digital-first.html
https://www.bizjournals.com/sanfrancisco/news/2021/03/12/financial-services-firms-accelerate-digital-first.html
https://www.bizjournals.com/sanfrancisco/news/2021/03/12/financial-services-firms-accelerate-digital-first.html
https://www.helpnetsecurity.com/2021/02/10/synthetic-fraud-cost/
https://www.helpnetsecurity.com/2021/02/10/synthetic-fraud-cost/
https://www.helpnetsecurity.com/2021/02/10/synthetic-fraud-cost/
https://www.cnbc.com/2021/03/29/fraudsters-launder-millions-through-online-investment-platforms-like-robinhood.html
https://www.cnbc.com/2021/03/29/fraudsters-launder-millions-through-online-investment-platforms-like-robinhood.html
https://www.cnbc.com/2021/03/29/fraudsters-launder-millions-through-online-investment-platforms-like-robinhood.html
https://www.cnbc.com/2021/03/29/fraudsters-launder-millions-through-online-investment-platforms-like-robinhood.html
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FE AT URE

How Stash Is 
Tapping Machine 
Learning, Behavioral 
Biometrics For 
Robust, Digital-First 
Identity Verification
Consumers have flocked to online invest-
ing platforms in the past year as the rise 
of “meme stocks” and increasing familiar-
ity with digital banking tools prompt many 
to try investing on their smartphones for the 
first time. This growth represents a key op-
portunity for financial firms, but ensuring 
that consumers are who they say they are is 
more crucial than ever as fraudsters attempt 
to capitalize on this digital wave. Making this 
distinction requires ingenuity on the part of 

these firms, as usernames and passwords are 
problematic for user identification, according 
to Caleb Callahan, vice president of fraud at 
personal finance app Stash. The app provides 
investing, personal finance and education-
al tools and currently serves over 5 million 
customers.

“Just talking about the login process alone, 
as a fraud professional, I do not trust the us-
ername and password on its own,” Callahan 
told PYMNTS in a recent interview. “There are 
just too many consumers [who] reuse pass-
words [and] credentials and have had those 
appear in breaches. So [authenticating them] 
really is [about] trying to pull in aspects of 
the digital presence to confirm or contradict 
the identity itself as we have it. [Establishing] 
digital markers and tying those into the con-
sumer record or identity record become 
critical to ensure that the consumer you 
are interacting with in the beginning is the 

https://www.cnbc.com/2021/02/03/investing-app-stash-raises-125-million-as-it-looks-to-add-new-customers-just-not-day-traders-.html
https://www.stash.com/
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identity record you think you are interacting 
with [throughout the verification process].”

Financial players thus need digital technol-
ogies that offer robust identity verification 
measures to keep fraudsters out while main-
taining a seamless customer onboarding or 
login experience.

M E E T I N G  D I G I TA L  I D E N T I T Y 
C H A L L E N G E S  W I T H  M L

It can be difficult for platforms to verify 
new users’ identities when they lack any es-
tablished behavioral patterns or purchasing 
decisions to indicate whether they are acting 
in sync with their past activities. This difficul-
ty is only compounded when authenticating 
younger consumers or those who are begin-
ning to build out financial portfolios, as such 
individuals simply do not have the credit his-
tories or bank information to share with apps 
like Stash as first-time investors.

“A lot of our consumers coming on have very 
small financial footprints or are younger, and 
so traditional [methods] like credit-derived 
onboarding validation just do not cut it for 
them,” Callahan explained, noting that the 
average Stash customer is 30 years old with a 
median household income of about $50,000. 
“They do not have that financial history to 
validate against with the [credit] bureaus, and 
so [we are] really investing in a few different 
areas to help with this. [One way is by] adding 
in passive signals.”

This process involves collecting behavioral 
information about how the user is interact-
ing with mobile phones or other connected 
devices when opening Stash, he continued. 

Utilizing these and other behavioral biomet-
rics enables the app to create more holistic 
identity profiles of the company’s customers. 
It is important to do this in a way that does 
not reduce the convenience of the onboard-
ing or login process for these consumers, 
however. “High-friction” authentication steps 
that ask users to scan their licenses or pro-
vide other ID documents each time they 
access the platform may eventually frustrate 
customers, he said. The app also makes use 
of automated technologies such as ML, which 
allows the company to look at all the interac-
tions users have had in the past.

“[After] that first interaction of moving money 
onto the platform, as [consumers] mature ... 
we are able to make decisions that are more 
based on how someone interacts with us and 
their history [rather] than just these kinds of 
probabilistic, ‘Does this look like other risks 
and fraud that we’ve seen in the past?’ [ques-
tions,]” Callahan said. “We can start to allow 
consumers to do more and more on the plat-
form based on that history and the patterns 
that they have established. Likewise, those 
patterns allow us to … validate against sce-
narios [in which] someone may gain access to 
someone else’s account through a compro-
mised email address or something else.”

Callahan expects ML and other automated 
technologies to play a deeper role in identi-
ty verification processes over the next few 
years as the importance of robust digital 
identification rises and the information that 
defines consumers’ virtual identities contin-
ues to evolve.
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M L’ S  R O L E  I N  T H E  D I G I TA L  I D E N T I T Y 
F U T U R E

The financial industry has had more than a 
decade to ruminate on the future of digital 
identity as more consumers come to view 
online and mobile banking as primary ways 
of interacting with their FIs or investment 
partners. Questions around digital identity’s 
future have only continued to swirl in re-
cent years, Callahan explained, as multiple 
U.S. states begin supporting digital driver’s 
licenses or as elected officials such as Rep. 
Bill Foster (D-Ill.) propose federal bills for 
digital identity protections. The pandemic’s 
financial impact has placed new focus on 
this space, particularly for U.S. government 
entities racing to distribute stimulus or un-
employment payments to waiting consumers 
— both of which have been targeted intense-
ly by fraudsters.

“The state [governments] are now realiz-
ing they need to play catch-up to figure out 
how to better validate their own residents,” 
Callahan said. “There are also a lot of pri-
vate institutions doing the same thing that 
are trying to work with state [governments] 
or create new solutions for distributed dig-
ital identities, and I am hoping … some of 
those start to take hold and become bet-
ter solutions at scale. If a consumer could 
push a digital identity to us that we can trust 
through a third-party source, be it a state 
issuing a digital driver’s license or a private 
party, that solves a ton of what we are try-
ing to make best-guess decisions about now 
based on the data available. This will help us 
shift away from the traditional data sources 

that do not meet the needs of underserved 
consumers in the financial space as well, like 
the overreliance on credit history.”

Financial players will need to be proactive 
in crafting identity verification measures to 
keep pace with the future of digital identi-
ty. Technologies like ML that can aggregate 
and automatically parse a growing num-
ber of virtual identity data points will likely 
continue to expand, making it incumbent on 
financial entities to give these tools careful 
consideration.

https://www.governing.com/next/Delaware-Will-Soon-Launch-Digital-Driver-License-Option.html
https://fcw.com/articles/2021/02/04/foster-digital-id-bill.aspx
https://www.wlwt.com/article/kentucky-unemployment-system-shutting-down-for-several-days-to-offset-massive-fraud/36066489
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NE WS  &

Securing financial 
services
C - L E V E L  E X E C U T I V E S  L O O K  T O  A I 
T O  P O W E R  F R A U D  D E T E C T I O N ,  A M L 
E F F O R T S  A N D  D ATA  S E C U R I T Y

A recent global survey of professionals at 
FinTechs, investment firms and retail banks 
found that financial services providers are 
looking to AI for assistance in their securi-
ty efforts. The study’s responses were drawn 
from more than 200 financial services pro-
fessionals, including C-level executives, 
developers, IT professionals and managers. 
It found that commercial and retail bank re-
spondents are particularly interested in using 
AI to detect possible fraud rather than lever-
aging the technology to support areas like 

claims processing and call center operations. 
Respondents also look to AI to help with 
anti-money laundering (AML) processes and 
to bolster their efforts to safeguard custom-
ers’ data, thwart payment fraud and mitigate 
other crimes.

Not all financial services providers that are 
interested in AI expect it to be easy to adopt, 
as some indicate that they need more data 
scientists, upgraded technologies or even 
more data for the AI tools to analyze before 
they could use such technology. Respondents 
did not appear to be fully stymied by such 
challenges and tended to focus on overcom-
ing these difficulties, however, with roughly 
half of all C-level executives surveyed saying 
they plan to hire more AI specialists. 

https://blogs.nvidia.com/blog/2021/03/10/financial-services-industry-ai-survey/
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6 4  P E R C E N T  O F  F I s  S AY  A I  C A N  H E L P 
N I P  F R A U D  I N  T H E  B U D

FIs have considerable reason to want to use 
such tools to enhance their fraud detection 
and identity verification procedures. A recent 
study found that 45 percent of banks strug-
gle to swiftly complete fraud investigations, 
and 40 percent say that they too often mis-
take legitimate customer activities as fraud. 
These false positives can create friction-filled 
experiences for honest users who are simply 
trying to manage their financial lives.

FIs are looking to AI and ML tools to help 
them cut back on these problems by more 
thoroughly processing large amounts of data 
than would be possible using human analysts 
alone. Such systems could help FIs de-
tect upticks in failed login attempts to the 
same account, for example, even if such in-
stances are spread out over months. These 
systems could also spot other warning signs 
— such as larger-than-usual transaction 
sizes for a specific customer — that could in-
dicate an account takeover. These advanced 
learning tools appear to be winning over FIs’ 
fraud-fighting teams, with 64 percent of FIs 
saying AI can defuse fraud attempts before 
the bad actors make off with funds.

I D  V E R I F I C AT I O N  S O L U T I O N S  P R O V I D E R 
A U10 T I X  L A U N C H E S  C U S T O M I Z A B L E 
O N B O A R D I N G  P R O D U C T

Organizations across various sectors must 
balance their ability to detect bad ac-
tors with providing smooth experiences for 
legitimate customers during digital onboard-
ing and identity verification. ID verification 

solution provider AU10TIX recently debuted 
SECURE.ME, a customer verification prod-
uct that businesses can tailor to their needs 
with various identity confirmation features, 
including biometrics, identity documents and 
proof of address. Behavior analytics tools 
paired with the offering are aimed at helping 
staff members examine the customer expe-
rience and determine whether there are any 
frictions that need to be addressed.

Verification processes that allow firms to 
customize the level of scrutiny to which new 
users are subjected can help them better gear 
onboarding features toward their businesses’ 
particular needs. Firms in the financial ser-
vices sector — which tend to face more fraud 
risks than those in other industries — can 
dial up security, for example, while business-
es facing fewer concerns can streamline their 
operations.

Pandemic-driven 
trends
R I S E  I N  A U T O M AT E D  B O T  AT TA C K S 
O C C U R R E D  L A S T  Y E A R

Bad actors have been taking their schemes 
digital during the pandemic, but their methods 
appear to be taking a new turn. Fraud at-
tacks dropped across all digital businesses 
worldwide last year with the exception of 
those targeting account openings for me-
dia companies, according to a recent study 
of billions of digital consumer activities that 
took place between July and December 2020. 
The analysis also found that while manually 

https://www.fintechnews.org/how-ai-and-machine-learning-can-turn-the-tide-of-fraud/
https://www.pymnts.com/news/security-and-risk/2021/au10tix-launches-identity-verification-product/
https://www.securitymagazine.com/articles/94684-cybercrime-report-finds-young-adults-and-adults-over-75-most-vulnerable-to-fraud-attacks
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initiated attacks fell by 184 million, automat-
ed bot attacks — in which fraudsters attempt 
to break into existing customers’ accounts 
by repeatedly trying login combinations — 
shot up by 100 million. These schemes struck 
businesses across various categories, with fi-
nancial services faring better than most other 
sectors — except when it came to payment 
transactions.

Financial services firms need to ensure 
they maintain robust verification approach-
es to keep fraud rates low. Rebekah Moody, 
director of fraud and identity for risk pre-
diction and management analytics provider 
LexisNexis Risk Solutions, the organization 
behind the study, recommended that or-
ganizations adapt “layered defense[s]” that 
combine several types of identity verification 
approaches to better thwart fraud attempts. 
This could include blending “digital identity 

intelligence” with information about custom-
ers’ behavioral patterns and other details to 
help financial services firms and other orga-
nizations detect when something is amiss.

R E P O R T  R E V E A L S  T H AT  F I R M S  F O C U S E D 
O N  S H O R T-T E R M  S E C U R I T Y  F I X E S  I N 
2 0 2 0

Organizations across various sectors faced 
greater cybersecurity concerns after taking 
their services and workforces remote during 
the pandemic, leading many to spend more 
on addressing these threats last year. There 
is room for improvement, however, as 78 per-
cent of high-level IT and security executives in 
a recent report said they still lack confidence 
in their firms’ cybersecurity, and 91 percent 
plan to invest even more in it this year. Only 
45 percent of respondents said they believed 
their companies’ data management strategies 

https://www.businesswire.com/news/home/20210224005176/en/78-Lack-Confidence-in-Their-Company’s-Cybersecurity-Posture-Prompting-91-to-Increase-2021-Budgets
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were sufficiently strong, for example. Such 
risks could make it paramount for organi-
zations to avoid collecting more customer 
details than necessary unless they are cer-
tain they can keep the information safe.

IT professionals reflecting on their firms’ se-
curity measures taken last year also said 
they focused on short-term fixes to press-
ing problems exacerbated by the pandemic. 
Seventy-three percent of respondents said 
their organizations rolled out initiatives em-
phasizing threat identification and visibility, 
for example, while more complex, long-range 
security strategies took a back seat. Many 
also reported delaying the implementation 
of technologies that tap into AI and identity 
governance as they worked to combat more 
immediate threats.

W H Y  T H E  PA N D E M I C  M AY  E N C O U R A G E 
T H E  G R O W T H  O F  B I O M E T R I C 
V E R I F I C AT I O N  A N D  A I  M O N I T O R I N G

The pandemic spurred a massive shift to on-
line interactions for work, commerce and 
banking, and many consumers now want their 
FIs to engage with them digitally while keep-
ing their eCommerce transactions safe. This 
shift requires FIs to update their custom-
er verification procedures, as ink-and-paper 
signatures are no longer timely or convenient. 
Fewer of today’s customers are comfort-
able meeting in person to open checking 
accounts, for example, and many have come 
to expect digital options allowing them to 
do so. FIs must therefore speak to this de-
sire for convenience and physical safety while 
also keeping their onboarding processes se-
cure. Some observers in the space expect to 

see greater use of biometric authentication 
measures to verify users’ identities during ac-
count openings, with AI being leveraged to 
monitor accounts afterward.

A N A LY S T S  E X P E C T  S Y N T H E T I C  F R A U D 
T O  R I S E  A F T E R  T H E  PA N D E M I C  E N D S

Synthetic fraud, in which bad actors cobble 
together fake identities using pieces of real 
information from various victims, is a per-
sistent threat to FIs that can be particularly 
difficult to catch. Synthetic fraudsters of-
ten conduct long-running schemes known as 
bust-out fraud, in which they open financial 
accounts, demonstrate good behavior un-
til they qualify for large lines of credit and 
then take out sizable loans before vanishing. 
The most recent research indicates that $855 
million worth of credit was held by likely syn-
thetic ID fraudsters in Q3 2020, a notable 
figure but still less than the more than $1 bil-
lion held in Q3 2018.

This does not mean fraudsters’ numbers will 
decline or that banks should anticipate this 
dip to continue, however. While credit pro-
tection organization TransUnion reported a 
decline in synthetic fraud events and in the 
amount of credit believed to be held by syn-
thetic fraudsters during 2019 and throughout 
much of the pandemic, this trend is not like-
ly to last in its aftermath. Shai Cohen, the 
firm’s senior vice president of global fraud 
solutions, believes the dip can be attributed 
to the debut of better fraud detection solu-
tions and to fraudsters biding their time and 
waiting for better opportunities to bust out 
later. Additional analysis also indicates that 

https://www.bizjournals.com/sanfrancisco/news/2021/03/12/financial-services-firms-accelerate-digital-first.html
https://www.helpnetsecurity.com/2021/02/10/synthetic-fraud-cost/
https://www.helpnetsecurity.com/2021/02/10/synthetic-fraud-cost/
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synthetic fraud will ramp up after the pan-
demic ends, meaning FIs may wish to focus 
on fortifying their efforts to ferret out and 
prevent such schemes.

R E L I E F  A I D  F R A U D S T E R S  A R E 
B E S T I N G  I N V E S T M E N T  P L AT F O R M S ’  I D 
V E R I F I C AT I O N  E F F O R T S  T O  L A U N D E R 
F U N D S

The U.S. government is also wrestling with 
fraud as bad actors seek to abuse pandem-
ic relief programs that are designed to keep 
small businesses and employees afloat. 
Criminals are reportedly making false claims 
and using fake or stolen identities to si-
phon off funds from the Paycheck Protection 
Program and Economic Injury Disaster Loan 
program, for example. Cases have involved 
fraudsters using synthetic IDs to apply for aid 
or utilizing business owners’ stolen identities 
to file for small to mid-sized business (SMB) 
emergency support. These criminals typical-
ly accept the funds into their bank accounts, 
then quickly transfer them into separate 

accounts to keep investigators from catching 
up to them. Roy Dotson, the assistant to the 
special agent in charge of the Secret Service, 
told CNBC that many bad actors are doing 
this by opening accounts with digital invest-
ment platforms using stolen identities and 
then moving the money into these invest-
ment accounts. Dotson said such investment 
platforms tend to scrutinize customers less 
thoroughly during onboarding than FIs do 
and that they offer easy sign-ups, which can 
make them tempting targets for fraudsters.

These relief programs’ size has also made it 
more difficult for authorities to precisely pin-
point and thwart fraudsters, and the need 
to avoid blocking out those who legitimate-
ly require aid has added complications. The 
proliferation of these scams is therefore put-
ting extra pressure on investment platforms 
to shore up their fraud detection and tighten 
their onboarding security. 

https://www.cnbc.com/2021/03/29/fraudsters-launder-millions-through-online-investment-platforms-like-robinhood.html
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DEEP

How Advanced 
Technologies Can 
Help FIs Power 
Secure, Seamless 
User Verification
Financial services have increasingly gone dig-
ital in recent years as FIs and FinTechs have 
sought to meet customers’ growing demands 
for convenience and speed. Consumers’ 
widespread shifts to staying at home during 
the pandemic made remote financial services 
a practical necessity, with a survey from last 
year finding that 73 percent of U.S. adults 
were more likely to use digital banking and 
payments while social distancing.

Financial services providers taking this inev-
itable leap must strike a balance, however, 
between making these offerings simple for 
customers to onboard and keeping them 
safe from fraudsters and cybercriminals. 
Seamless, robust identity verification can be 
a challenge to achieve, but much is at stake: 
FIs that fail to detect fraudulent users and 
allow them to establish accounts may be 
opening the door to money laundering, terror-
ist financing and other crimes. Such activities 
take a significant toll, with one 2020 report 
estimating that $800 billion to $2 trillion is 
laundered worldwide in an average year. This 
has spurred more governments to pass initia-
tives mandating compliance with AML efforts, 
placing FIs on the hook to provide robust ID 
verification measures to weed out fraudsters.

https://www.emarketer.com/content/coronavirus-boosts-online-banking-payments-usage-in-the-us
https://www2.deloitte.com/content/dam/Deloitte/in/Documents/finance/Forensic/in-forensic-AML-Survey-report-2020-noexp.pdf
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Customers are also concerned about ris-
ing fraud. Seventy-six percent of Canadian 
consumers in a recent poll stated that the 
mortgage industry needs to do more to 
protect their data, for example, and 40 per-
cent worry that fraudsters could steal 
their personal details and take out loans in 
their names.

These concerns are compelling, but com-
plex and sluggish authentication processes 
that may misidentify legitimate users as 
fraudulent can cause FIs to lose business. A 
2020 study found that 32 percent of United 
Kingdom-based consumers would give up 
on loan applications if the entire process 
could not be completed in one channel, for 
example. Customers who are asked to fin-
ish online applications by verifying their 
identities in apps or scanning and emailing in-
formation might decide to forsake lenders for 
competitors that offer more streamlined ap-
proaches. This Deep Dive examines how some 
financial services companies are fine-tuning 
their approaches with advanced technolo-
gies to ensure effective, accurate identity 
verification.

T H E  A U T H E N T I C AT I O N  C H A L L E N G E S 
P O S E D  B Y  A M L  C O M P L I A N C E

Onboarding time is a major challenge in AML 
compliance. Many customers want to be ap-
proved within 24 hours, and overly involved 
requests for personal information can prolong 
the process, leading to potential frustration 
and abandonment. Collecting the right de-
tails swiftly is thus paramount, but many FIs 
struggle with this. Companies working with 

outdated systems may be requesting data 
that is both excessive and irrelevant, ex-
tending onboarding times for little benefit. 
Seventy-four percent of 126 FIs surveyed in 
Bangladesh, India and Sri Lanka, for example, 
reported poor data quality as one of their five 
greatest AML compliance challenges.

Rating customers on financial crime risk is 
another major hurdle in AML. FIs need to per-
form know your customer (KYC) checks both 
during onboarding and continually through-
out the relationship, as analyzing customers’ 
transaction patterns can help ferret out 
fraudsters. This requires providers to access 
and make sense of a great deal of data, how-
ever, and the manual processes and more 
basic technology tools that many FIs still em-
ploy are unlikely to be able to keep up.

Another challenge is that some technolo-
gies are simply not accurate enough for the 
work involved, with 51 percent of surveyed 
FIs saying that their transaction monitor-
ing tools produced too many false positives. 
Old-school rule-based systems monitor cus-
tomer behaviors for certain activities typically 
correlated with fraud, prompting compliance 
teams to manually review any red flags. This 
static approach cannot always keep pace 
with the complexity and innovation of mod-
ern fraud schemes, however.

L E V E R A G I N G  A D V A N C E D  T E C H N O L O G I E S 
I N  A M L  E F F O R T S

Advanced tools that automate verifica-
tion, completing the process rapidly to 
preserve the customer experience, can be 
game-changers for FIs seeking to comply with 

https://www.mortgagebrokernews.ca/news/equifax-reveals-what-consumers-think-of-lenders-approach-to-fraud-354005.aspx
https://www.prnewswire.co.uk/news-releases/fico-survey-uk-banks-face-consumer-frustration-over-customer-identity-management-815114902.html
https://www.au10tix.com/blog/what-is-aml-screening/
https://www2.deloitte.com/content/dam/Deloitte/in/Documents/finance/Forensic/in-forensic-AML-Survey-report-2020-noexp.pdf
https://www2.deloitte.com/content/dam/Deloitte/in/Documents/finance/Forensic/in-forensic-AML-Survey-report-2020-noexp.pdf
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AML requirements. More and more financial 
services providers are looking to technologies 
like AI and ML to detect and predict fraud in 
a manner that is precise, dynamic and seam-
less. Forty-five percent of the surveyed FIs in 
2020 planned to implement AI and bots with-
in the next two years to improve detection 
while lowering false positives, for example.

ML can analyze data faster than human work-
ers, uncovering patterns that might otherwise 
be missed, whether indicating misbehavior 
or confirming the legitimacy of honest users. 
These systems refine their detection abilities 
as they review more data, so they evolve and 
become more precise over time.

T H E  B I O M E T R I C S  A P P R O A C H

Improving data analysis to tackle AML com-
pliance is only half the battle, and data 
collection can be streamlined as well. 
Biometrics can quickly assess unique iden-
tifying details, but these methods do not 
have universal appeal: While roughly 60 per-
cent of U.S. consumers would be willing to 

undergo a biometric scan to facilitate a fi-
nancial account opening, only 43 percent of 
Canadians would say the same, according to 
recent research.

The specific biometric details being collect-
ed matter, moreover, with 68 percent of U.K. 
consumers willing to verify financial accounts 
using fingerprints but only 37 percent and 
36 percent inclined to undergo iris and face 
scans, respectively. Voice-based biomet-
rics are drawing attention from FIs such as 
Korean bank IBK, which reportedly uses the 
method to confirm identities of call-in cus-
tomers within 15 seconds. The bank believes 
the method is particularly useful for verify-
ing older customers who may have difficulty 
providing fingerprints on smartphones or us-
ing other types of authentication. FIs taking 
the biometrics approach will need to stay at-
tuned to their specific customers’ views and 
choose their methods accordingly.

Retail banks, lenders and other financial ser-
vices providers will always have to navigate 
a tension between two key goals: smooth, 

https://www2.deloitte.com/content/dam/Deloitte/in/Documents/finance/Forensic/in-forensic-AML-Survey-report-2020-noexp.pdf
https://www.cpomagazine.com/cyber-security/how-machine-learning-fights-financial-fraud/
https://www.biometricupdate.com/202005/trust-in-biometric-security-for-financial-data-online-is-growing-in-u-s-canada-fico-survey-says
https://www.biometricupdate.com/202006/fico-survey-shows-support-for-biometrics-and-mobile-banking-as-financials-adopt-voice-technology
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swift customer access to their services and 
robust, regulatory-compliant identity veri-
fication measures. Innovative technologies 
with powerful analytic capabilities can enable 
providers to deliver more seamless securi-
ty while giving customers the reassurance of 
strong fraud protection.

T H E  F U T U R E  O F  I D E N T I T Y  V E R I F I C AT I O N 
I N  T H E  F I N A N C I A L  S E C T O R

More consumers are expected to gravitate to-
ward online channels for their banking and 
payment needs in the next few years, giving 
FIs a key opportunity to capture new cus-
tomers. It is important, however, to recognize 
that many of banks’ long-used customer ver-
ification methods are no longer viable as the 
online banking world expands. One recent 
study found that 1.1 billion consumers world-
wide lack traditional identity documents, 
including birth certificates and passports, 
which could bar them from opening bank ac-
counts online.

Banks thus need to develop verification solu-
tions that do not rely on such data to keep 
pace with the flood of consumers who wish 
to access financial platforms via digital and 
mobile channels. Consumer-facing identi-
ty verification measures such as biometrics, 
in addition to back-end AI and ML tools, are 
likely to play a key role in authenticating 
these consumers — and banks appear to rec-
ognize this.

Biometrics are becoming an integral part of 
identification solutions for businesses outside 
the banking sector as well, as the technolo-
gy could eventually be used in governments’ 

efforts to create so-called national identities 
to protect against digital fraud. These nation-
al identities are unique electronic identifiers 
that can essentially replace the use of cre-
dentials such as driver’s licenses or social 
security numbers online. Approximately 70 
percent of executives in a recent survey be-
lieved that having a digital national identity 
program would give lower-income users more 
opportunities to participate in online banking. 
These IDs can also be paired with biometric 
identifiers to create much more robust online 
profiles of individual users, helping firms dis-
tinguish them from fraudsters. 

FIs can also tap automated technologies to 
help bolster their identification efforts, re-
lying upon AI and ML tools to automatically 
parse identity indicators and other data for 
faster, clearer results. Seventy-seven percent 
of financial leaders predict that AI will be the 
most important technology for the banking 
space over the next few years, for example, 
and 66 percent of banking executives believe 
ML tools, blockchain solutions and the in-
ternet of things will play a significant role in 
the space.

It is important for FIs to consider how these 
emerging technologies can help them simul-
taneously enable seamless onboarding and 
login experiences for legitimate users while 
keeping fraudsters leveraging high-tech solu-
tions at bay. Keeping up with shifting online 
identification developments will prove critical 
to helping FIs compete in digital banking both 
now and in the future.

https://www.biometricupdate.com/202101/could-covid-19-accelerate-the-adoption-of-a-national-digital-id-in-the-us
https://www.biometricupdate.com/202101/could-covid-19-accelerate-the-adoption-of-a-national-digital-id-in-the-us
https://www.linkedin.com/pulse/ai-powered-contextual-banking-cx-requires-radical-paradigm-kreger/
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A BOU T

PYMNTS.com is where the best minds 
and the best content meet on the 
web to learn about “What’s Next” 
in payments and commerce. Our 
interactive platform is reinventing the 
way in which companies in payments 
share relevant information about 
the initiatives that shape the future 
of this dynamic sector and make 
news. Our data and analytics team 
includes economists, data scientists 
and industry analysts who work with 
companies to measure and quantify 
the innovation that is at the cutting 
edge of this new world.

AU10TIX is an identity intelligence 
company on a mission to obliterate 
fraud and make the world a more 
secure, inclusive place through 
automated technologies that 
confidently link physical and 
digital identities. Our global, 
modular solutions — from identity 
document verification to biometric 
authentication, liveness detection 
and synthetic fraud detection — are 
backed by four decades of experience 
and enable businesses and customers 
to confidently connect.

https://pymnts.com/
https://www.au10tix.com/lp/idv-1/?utm_source=PYMNTS&utm_medium=Report2-launching&utm_campaign=Future-of-identity&utm_term=new


© 2021 PYMNTS.com All Rights Reserved

22
N E W S  &  T R E N D S

D I S C L A I M E R
The Future Of Identity Report may be updated periodically. While 
reasonable efforts are made to keep the content accurate and up to date, 
PYMNTS.COM: MAKES NO REPRESENTATIONS OR WARRANTIES OF 
ANY KIND, EXPRESS OR IMPLIED, REGARDING THE CORRECTNESS, 
ACCURACY, COMPLETENESS, ADEQUACY, OR RELIABILITY OF OR 
THE USE OF OR RESULTS THAT MAY BE GENERATED FROM THE USE 
OF THE INFORMATION OR THAT THE CONTENT WILL SATISFY YOUR 
REQUIREMENTS OR EXPECTATIONS. THE CONTENT IS PROVIDED”  

“AS IS” AND ON AN “AS AVAILABLE” BASIS. YOU EXPRESSLY AGREE 
THAT YOUR USE OF THE CONTENT IS AT YOUR SOLE RISK. PYMNTS.
COM SHALL HAVE NO LIABILITY FOR ANY INTERRUPTIONS IN THE 
CONTENT THAT IS PROVIDED AND DISCLAIMS ALL WARRANTIES WITH 
REGARD TO THE CONTENT, INCLUDING THE IMPLIED WARRANTIES 
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, 
AND NON-INFRINGEMENT AND TITLE. SOME JURISDICTIONS DO 
NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES, AND, IN 
SUCH CASES, THE STATED EXCLUSIONS DO NOT APPLY. PYMNTS.
COM RESERVES THE RIGHT AND SHOULD NOT BE LIABLE SHOULD IT 
EXERCISE ITS RIGHT TO MODIFY, INTERRUPT, OR DISCONTINUE THE 
AVAILABILITY OF THE CONTENT OR ANY COMPONENT OF IT WITH OR 
WITHOUT NOTICE. 

PYMNTS.COM SHALL NOT BE LIABLE FOR ANY DAMAGES 
WHATSOEVER, AND, IN PARTICULAR, SHALL NOT BE LIABLE FOR ANY 
SPECIAL, INDIRECT, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, OR 
DAMAGES FOR LOST PROFITS, LOSS OF REVENUE, OR LOSS OF USE, 
ARISING OUT OF OR RELATED TO THE CONTENT, WHETHER SUCH 
DAMAGES ARISE IN CONTRACT, NEGLIGENCE, TORT, UNDER STATUTE, 
IN EQUITY, AT LAW, OR OTHERWISE, EVEN IF PYMNTS.COM HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

SOME JURISDICTIONS DO NOT ALLOW FOR THE LIMITATION OR 
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL 
DAMAGES, AND IN SUCH CASES SOME OF THE ABOVE LIMITATIONS 
DO NOT APPLY. THE ABOVE DISCLAIMERS AND LIMITATIONS ARE 
PROVIDED BY PYMNTS.COM AND ITS PARENTS, AFFILIATED AND 
RELATED COMPANIES, CONTRACTORS, AND SPONSORS, AND EACH 
OF ITS RESPECTIVE DIRECTORS, OFFICERS, MEMBERS, EMPLOYEES, 
AGENTS, CONTENT COMPONENT PROVIDERS, LICENSORS, AND 
ADVISERS. 

Components of the content original to and the compilation produced 
by PYMNTS.COM is the property of PYMNTS.COM and cannot be 
reproduced without its prior written permission. 


	_Hlk30431880
	_Hlk68769110

