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must be taken to ensure the constant and 
seamless authentication of users who have 
already been verified as more consumers join 
platforms and fraudsters take notice. This in-
cludes considering users’ physical safety as 
well as digital privacy. Rideshare drivers who 
circumvent background checks using syn-
thetic identities can represent a significant 
safety risk for riders as well as a high cost 
for platforms, for example. Health concerns 
in recent months have also added to the im-
portance of deploying robust verification 
of everything from identities to compliance 
with public safety and health guidelines, like 
wearing masks — each time users tap shar-
ing services. 

Consumers’ digital identity and data priva-
cy opinions are changing as their comfort 
level with sharing information increases 

Consumers are still being drawn to the shar-
ing economy, with research indicating that the 
industry is on a path toward growth despite 
contracting somewhat over the past year. 
More than 86 million United States consum-
ers are now utilizing some form of sharing 
economy service, including ridesharing plat-
forms such as Lyft or Uber or freelance work 
marketplaces like Fiverr. 

Sharing economy services must still work 
hard to retain and engage consumers as the 
industry grows more competitive due to both 
increasing demand and lingering consum-
er fears about returning to shared spaces. 
It also remains critical for these firms to 
protect their platforms from fraudsters, es-
pecially as a growing contingent of bad actors 
target such companies with new identi-
ty theft and fraud scams. Particular care 

WH AT ’S

https://whdh.com/news/7investigates-is-your-ride-share-driver-using-someone-elses-identity-to-pass-background-checks/
https://www.channelnewsasia.com/news/commentary/is-sharing-economy-dead-covid-19-airbnb-grab-uber-14162286
https://spendmenot.com/blog/sharing-economy-statistics/
https://timesofsandiego.com/crime/2021/05/13/state-federal-agents-arrest-4-in-identity-theft-scheme-linked-to-rideshare-delivery-apps/
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or decreases. Consumers are also report-
ing reduced faith in standard identification 
measures such as usernames and pass-
words, which are no longer listed among 
users’ top three most trusted authentication 
tools. Matching consumers’ shifting authen-
tication needs while protecting against fraud 
can bolster sharing economy firms’ ability to 
compete as the industry grows. 

The physical, transactional aspect of shar-
ing economy relationships also means that 
users are constantly interacting with oth-
er participants or service providers long 
after onboarding is squared away. Moving 
from one-time identity verification to sys-
tems that continuously verify participants 
is one way that sharing economy firms can 
safeguard themselves and their users. Firms 
must adjust their cybersecurity and iden-
tity verification strategies to utilize this 
method, however. Collaborating with oth-
er sharing economy players and working with 
third-party verification solution providers can 
help these businesses safely and swiftly offer 
convenient services to legitimate customers 
while keeping bad actors — and the very real 
safety threats they pose — at bay. 

A R O U N D  T H E  I D E N T I T Y  V E R I F I C AT I O N 
S PA C E 

Sharing platforms are used to accommo-
dating users’ demands, but doing so can 
sometimes leave the door open to fraudsters. 
Supporting payment methods such as prepaid 
debit cards or mobile wallets like Venmo can 
allow unbanked consumers to access mobile 

or digital-only sharing economy services, for 
example, but it can also provide opportuni-
ties for crimes such as carjacking, which has 
significantly ramped up since the start of the 
pandemic. Rideshare service Uber announced 
an adjustment to its protocols to combat 
this by requiring U.S. customers who wish to 
use one of these more anonymous payment 
methods to first upload identity documents 
such as driver’s licenses or passports before 
being able to use the service. 

Consumers turn to their phones when hailing 
rides or using other sharing economy compa-
nies, and they are becoming more comfortable 
with emerging smartphone-enabled authen-
tication measures such as biometric facial 
recognition and fingerprint- or iris-scanning 
tools. This gives sharing economy compa-
nies a key opportunity to build trust and 
further market expansion. Ninety-five per-
cent of smartphones worldwide are expected 
to be equipped with these solutions by 2025, 
making it likely that their popularity with con-
sumers will continue to grow. Recent research 
also estimates that consumers’ personal bio-
metric data will be used to authenticate $3 
trillion in payments by 2025, which means 
that businesses will need to monitor biomet-
ric usage for adoption accordingly. 

Differentiating between fraudsters and le-
gitimate customers is likely to become 
more challenging as well as important, 
especially as fraudsters grow fonder of iden-
tity theft scams. A recent Association of 
Certified Fraud Examiners study found that 

https://www.businesswire.com/news/home/20210407005308/en/consumers-No-Longer-Believe-Passwords-Are-the-Most-Secure-Method-for-Authentication
https://www.heraldmailmedia.com/news/nation/uber-launching-rider-verification-program-to-curb-ride-share-carjacking-surge-in-chicago-and-nationwide/article_5190bb40-868c-5407-b23a-c53b3204a07d.html
https://www.zdnet.com/article/billions-of-smartphone-owners-will-soon-be-authorising-payments-using-facial-recognition/
https://www.crowdfundinsider.com/2021/04/174489-uks-national-fraud-database-cifas-reports-identity-fraud-up-significantly-new-survey-finds-digital-ids-may-solve-problem/
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73 percent of survey participants witnessed 
increased identity fraud last year. Eighty per-
cent of respondents also said they expected 
to see identity theft and related fraud grow 
throughout 2021. Firms will need to imple-
ment robust digital identification measures 
to protect themselves and their customers 
from such attacks. 

For more on these stories and other identi-
ty verification headlines, read the Report’s 
News and Trends section (p. 12).

W H Y  S H A R I N G  E C O N O M Y  C O M PA N I E S 
M U S T  P U T  D I G I TA L  I D E N T I F I C AT I O N 
F I R S T 

Consumers are fast returning to sharing 
economy services like vehiclesharing, which 
bodes well for continued growth in the space. 
Ensuring that users are who they say they are 
is a must, especially as more consumers turn 
to digital and mobile solutions to rent cars 
or book rides. Developing robust identifica-
tion solutions that can verify users’ identities 
without creating friction has understandably 
become a top priority for these companies. 
In this month’s Feature Story (p. 9), Shirly 
Kalush, chief business development officer 

for mobility provider GoTo Global, explains 
how the past year’s events have influenced 
the sharing economy and details why it is es-
sential for businesses in the space to keep 
pace with changing digital verification and 
online privacy needs.

D E E P  D I V E :  H O W  B I O M E T R I C S  C A N  H E L P 
S H A R I N G  E C O N O M Y  C O M PA N I E S  M AT C H 
S H I F T I N G  I D E N T I T Y  V E R I F I C AT I O N 
N E E D S 

Swiftly differentiating between fraudsters 
armed with synthetic identities and legitimate 
customers has become imperative for sharing 
economy companies, yet they must conduct 
these processes while keeping consumers’ 
security top-of-mind, including their physi-
cal safety. This requires adjusting how firms 
conceptualize digital identity from the very 
start. This month’s Deep Dive (p. 17) exam-
ines why sharing economy firms must rethink 
their approaches to enable continuous veri-
fication rather than one-time authentication 
and explains how adopting emerging technol-
ogies such as biometrics can help them hit 
the mark. 

https://gotoglobal.com/
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In what ways have consumers’ views regarding 
digital identity changed since the start of the 
pandemic, and why is keeping pace with these 
shifts important for companies in the sharing 
economy? 
“As [the] media covers data breaches and 
identity fraud daily, consumers are becom-
ing more cognizant of identity theft concerns. 
According to a recent study, more consum-
ers are worried about ID theft (76 percent) 
than being seriously ill or injured (74 percent), 
in a car accident (64 percent) or having their 
homes robbed (56 percent). Furthermore, the 
sharing economy often connects digital in-
teractions with real-life experiences. If your 
identity is stolen or misused in a digital-only 
experience, mechanisms are in place to stop 
it, like canceling a card or disputing a charge. 
With the sharing economy, there are larger 
implications that are more difficult to undo 
like selling fake goods, authorizing unsafe 
rides or renting to a bad actor. Effective iden-
tity verification can play a significant role in 
combating these threats and boosting con-
sumer confidence.”

What are some of the unique challenges faced by 
sharing economy companies when it comes to 
fully and seamlessly authenticating customers? 
How can they meet these challenges?
“What was once considered rare — getting in 
cars with strangers, sleeping in homes you do 
not own, hiring talent you have not met — has 
become the norm in the global sharing econ-
omy. In these instances, trust is paramount 
for those who provide or consume services on 
a recurring basis. While sharing platforms are 
largely unregulated, this trust factor is driv-
ing them to look at unique and different data 
sets than have been traditionally relied on for 
authentication, and knowing that a platform 
was using better, more advanced identity ver-
ification methods could affect the decision 

to use that service. Government-issued IDs, 
birthdates and addresses remain important, 
but more is needed to determine the right 
signals about who someone is along with 
their past behaviors and potential actions. 
The sector will benefit from smart partner-
ships and multilayered verification processes 
that evaluate both ends of the transaction — 
identity verification of individuals as well as 
businesses, places and things.”

How do you see the role of biometrics changing 
within the digital identity space as time goes on?
“With the onset of using our fingerprints and 
faces to access devices, consumers are in-
creasingly comfortable with biometrics. In 
Experian’s 2021 Global Identity and Fraud 
Report, 89 percent [of] consumers named 
physical biometrics — [including] fingerprint 
[and] facial recognition —  as the number 
one verification method based on perceived 
security. [In second place], 82 percent [of 
consumers cited] behavioral biometrics [or] 
passively observed signals across mobile 
devices and browsers. We are all recogniz-
ing you are your identity, so it is natural that 
businesses will follow consumers’ lead in 
embracing biometrics. [Here are] two trends 
to watch: Firstly, individuals’ biometric indi-
cators are unique, and the protection of that 
information, once used for verification, is es-
sential. Businesses will have to address how 
they safeguard biometric data. Secondly, cy-
bercriminals are sophisticated and relentless 
— deepfakes beg for a layered approach, 
combining biometrics like voice and fin-
gerprint [or] fingerprint and face in order to 
detect and deter bad actors.” 

Carey O’Connor Kolaja 

CEO, AU10TIX 

EXECUTIVE INSIGHT

https://www.prnewswire.com/news-releases/consumers-find-id-theft-more-concerning-than-serious-illness-or-injury-301293401.html
https://www.experian.com/decision-analytics/global-fraud-report
https://www.au10tix.com/
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FIVE FAST FACTS

SHARING ECONOMY 
GROWS 
86 million U.S. consumers are predicted to be 
using sharing economy services by the end 
of the year.

CONSUMERS BALK AT 
PASSWORDS 
Trust in traditional authentication methods 
like passwords is declining as consumers’ 
security expectations rise. 

PUBLIC SAFETY 
CONCERNS 
Poor digital identification could lead to public 
safety issues for sharing platforms. 

SYNTHETIC IDENTITY 
FRAUD RISES 
Synthetic identity fraud grew 36 percent 
since 2018 as fraudsters took advantage of 
previously stolen data for further attacks. 

BIOMETRICS
Sharing economy companies tap biometrics 
as users’ trust in facial recognition and 
fingerprint-scanning technology grows.
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FE AT URE

GoTo Global 
Explains How 
Robust Digital 
Identification Is Key 
To Vehiclesharing’s 
Continued Growth 
The sharing economy largely contracted over 
the past year as consumers retreated into 
their homes for safety and public health 
reasons. The space appears to be grow-
ing once more as the world opens back up, 
however, said Shirly Kalush, chief business 
development officer for mobility provider 
GoTo Global, in a recent PYMNTS interview.

GoTo Global, which is available in Israel, Malta 
and Spain, enables both consumers and busi-
nesses to rent vehicles such as cars, vans, 
eBikes, mopeds and kick scooters via its mo-
bile app. Kalush explained that consumers 

are returning to vehiclesharing and other 
sharing economy services in higher numbers, 
as many of them are more comfortable with 
the private nature of rented vehicles than 
with hailing taxis or using public transporta-
tion. She noted that GoTo itself experienced 
a significant increase in users as vaccination 
rates climbed. 

“When you look at the decision-making tree, 
you are thinking, ‘Me, as a person, do I want 
to be surrounded by other people ... or would 
I rather travel by myself?’” Kalush said. “And 
given that as a result of the pandemic many 
people moved to work from their homes, 
they no longer need their cars or second cars 
and, as a result, many are selling their sec-
ond cars.” 

Consumers’ increasing use of vehicleshar-
ing services and similar offerings, as well as 
their high utility and safety expectations, also 
comes with a few challenges for companies. 
These include confirming that the consum-
ers using these apps are who they claim to 

https://gotoglobal.com/
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be. Verifying their identities quickly and easi-
ly is becoming essential for sharing economy 
firms to keep pace with demand without sac-
rificing security as more bad actors seek out 
these online platforms for malicious purpos-
es, often threatening the safety of sharing 
economy participants’ personal information 
as well as their physical well-being.

W I N N I N G  T H E  D I G I TA L  I D E N T I T Y 
V E R I F I C AT I O N  G A M E 

The hurdles surrounding verification for ve-
hiclesharing offer valuable insight into why 
identity verification is such a crucial part 
of the sharing economy in general. Renting 
out vehicles like cars or mopeds in most 
markets requires customers to have val-
id government-issued driver’s licenses, 
Kalush explained. GoTo Global works with a 
third-party verification services provider to 
vet potential renters’ identities. Prospective 
customers must first scan photos of their 

driver’s licenses, and automated technolo-
gy then imports the relevant information into 
the systems, she said. These users are then 
required to provide photos of their faces so 
they can be compared with the photos on 
their licenses. 

“The benefit in Europe is that with a car 
driver’s license, you can also drive mopeds, 
[which] is good because it opens the market, 
as you do not need a specific moped license,” 
she said. “And in addition ... you also take a 
picture of your face so that [we] recognize 
that the ID and your face [belong to] the same 
person [and that] you did not steal the ID or 
something like that. It really gives another 
benefit, another layer of confidence for us.”

Having robust identity verification tools in 
place helps ward off fraudsters as well as 
users who legally cannot utilize certain ser-
vices. Israeli consumers who are younger 
than 18 can rent mechanical bikes but are not 
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legally able to rent cars or vans, for example. 
Kalush explained that users who are under 
the legal driving age go through a shortened 
automated onboarding process that does not 
require a driver’s license but will block them 
from utilizing vehicles they are not legally 
eligible to use. This makes it critical to use 
automation or other emerging technologies 
that can swiftly determine who is eligible for 
digital-first sharing services. 

“Anything that can be automated — such as 
[the] connection to government databases to 
see that the driver’s license is not stolen, to 
see that the license number matches, to see 
that the face matches the ID and to see it is 
not a stolen ID — [is a] super important [func-
tionality] in user verification, as long as [it] 
does not hurt user conversion,” Kalush said. 

This is especially important in the vehi-
clesharing or ridesharing spaces, where 
companies must also ensure the safety of 
their vehicles as well as their drivers and rid-
ers, she continued. The need for automated, 
secure digital identity verification solutions 
is likely to grow as more consumers flock to 
their mobile phones to access vehicle rentals 
and similar services in a contactless, seam-
less way. It is therefore important for sharing 
services to keep a close eye on exactly how 
digital identity — and consumers’ percep-
tions of it — may shift in the future. 

P R E P P I N G  F O R  T H E  D I G I TA L  I D E N T I T Y 
F U T U R E 

Discussions surrounding the future of dig-
ital identity are hardly new, especially in 
the sharing economy. Individuals have been 

renting homes on sites like Airbnb for vaca-
tions, using their smartphones to buy coffee 
or access delivery services and booking rides 
with increasing frequency over the past sev-
eral years. Analyzing all of these activities can 
help a company comprehensively evaluate an 
individual’s typical behaviors and determine 
overall trustworthiness. 

“On the business side, of course the [more] 
complete the data we have on our customer, 
the better [it is], both in terms of safety and 
[in terms of knowing] who is using our plat-
form,” she said.

Access to customer data is key to helping 
businesses develop services that are better 
tailored to their customers and their identity 
verification expectations, but the responsibil-
ity of having this data also means that privacy 
and security are becoming essential. Staying 
abreast of how consumers’ digital identity 
verification and privacy needs are shifting is 
a priority for businesses seeking to create a 
safe and seamless environment for sharing 
economy workers and participants. 
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NE WS  &

Identity and the 
sharing economy 
U B E R  I N T R O D U C E S  N E W  PA S S E N G E R 
I D  V E R I F I C AT I O N  R U L E  T O  D E T E R 
C A R J A C K I N G 

Sharing apps and services often offer more 
anonymous forms of payment that are not 
connected to customers’ bank accounts or 
identifying information, including prepaid 
debit or gift cards or mobile apps like Venmo. 
Supporting these options can critically sway 
consumers who either lack access to bank 
accounts or do not want to share their per-
sonal data, but it can also leave sharing 
platforms open to bad actors eager to take 
advantage of this anonymity. Forty such in-
cidents concerning rideshare drivers were 

reported between October 2020 and March 
2021 in Chicago alone, where carjackings 
overall increased by 135 percent between 
2019 and 2020. 

Uber recently responded to these issues by 
altering its online identification protocols 
to provide an additional layer of customer 
identity verification. Riders who wish to use 
an anonymous payment method must first 
upload identifying documents to the app, in-
cluding photos of driver’s licenses, state IDs 
or passports. This follows a similar move the 
company made in November to help authenti-
cate riders in the Latin American market who 

https://www.heraldmailmedia.com/news/nation/uber-launching-rider-verification-program-to-curb-ride-share-carjacking-surge-in-chicago-and-nationwide/article_5190bb40-868c-5407-b23a-c53b3204a07d.html
https://www.intelligenttransport.com/transport-news/112149/uber-to-make-cash-payments-safer-in-mexico-and-south-america/
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opt to pay with cash, with the ridesharing 
platform tapping identity verification provid-
er AU10TIX to help add security. Shoring up 
identity verification measures also helps the 
company build trust with platform users, ul-
timately driving ridership on the app. 

R E P O R T S  O F  PAY M E N T  F R A U D, 
AT T E M P T E D  I D E N T I T Y  T H E F T  R I S E 
A M O N G  U B E R  D R I V E R S 

Uber’s recent move in the U.S. also comes as 
reports of attempted identity and payment 
theft grow among the platform’s drivers. 
Several of the service’s Chicago-area drivers 
cited instances of potential fraud, with one 
driver reportedly receiving calls from an indi-
vidual who claimed to be “support for Uber” 
and asking for account access. The driv-
er in question then reported seeing account 
charges on the Uber app for fraudulent rides 
as well as money transfers to an unknown 
recipient. 

Rideshare platforms and other sharing econ-
omy companies must vigilantly block such 
attacks, which can have lasting consequences 
for drivers in addition to costing them mon-
ey. Fraudsters gaining access to accounts can 
skim personal details for additional scams, 
such as when they apply for credit cards or 
other services. Account breaches can also 
place riders and drivers in physical danger, 
providing opportunities for criminals to take 
violent action in extreme cases. This under-
lines just how important robust verification is 
to the safety and well-being of both parties. 

E L E C T R I C  S C O O T E R  F I R M  B I R D  TA P S 
A U10 T I X  T O  C U R B  U N A U T H O R I Z E D 
R I D I N G 

Other sharing companies have also taken 
steps to enhance their digital security mea-
sures as threats of digital fraud and physical 
theft intensify. Electric scooter sharing com-
pany Bird partnered with identity verification 
provider AU10TIX earlier this year to integrate 
more robust authentication tools into its 
app, for example. The move came after the 
scooter-sharing company received increasing 
reports of unauthorized riding, including rides 
by underage users. These incidents can have 
severe consequences and have led to injury 
and even death in some cases. The partner-
ship has enabled Bird to leverage biometric 
facial recognition (labeled Selfie Match by the 
brand) with automated ID document checks 
for an additional layer of digital security to 
keep riders safe and prevent underage us-
ers from accessing the services. It could also 
help ward off fraudsters who attempt to 
muscle their way into the platform using syn-
thetic identities. 

D E L I V E R O O  T O  T E S T  O U T  F A C I A L 
R E C O G N I T I O N  V E R I F I C AT I O N  F O R 
C O U R I E R S 

Other industries in the sharing economy are 
also implementing new solutions and technol-
ogies to enhance the safety of their workers 
and consumers as verification needs shift. 
U.K. food delivery service Deliveroo recently 
announced that it would test facial recogni-
tion technology for its delivery couriers, for 

https://www.chicagotribune.com/suburbs/buffalo-grove/ct-bgc-blotter-tl-0408-20210406-jfyenwsdxfgfxpq2proej3st3m-story.html
https://www.biometricupdate.com/202101/bird-introduces-id-verification-tool-with-biometrics-support-powered-by-au10tix
https://www.timesofisrael.com/13-year-old-boy-run-over-and-killed-in-tel-aviv-while-riding-electric-scooter/
https://www.thegrocer.co.uk/technology-and-supply-chain/deliveroo-to-trial-facial-recognition-technology-on-riders/655797.article
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example. The solution would ensure that in-
dividuals signing in to couriers’ accounts on 
Deliveroo’s app are authorized to do so, bet-
ter protecting both deliverers and consumers. 

The test began in May, with the company 
requesting that certain couriers upload sel-
fies for verification purposes. The app then 
informed its users that it would be request-
ing photos at random throughout the week to 
cross-check them against previously provid-
ed selfies. The move will help Deliveroo more 
transparently keep track of how food is be-
ing delivered, adding another layer of physical 
and digital security for its workers and users. 

Verification 
challenges and 
fraud risk 
I D E N T I T Y  F R A U D  L E V E L S  L I K E LY  T O 
E X PA N D,  R E P O R T  P R E D I C T S 

Protecting against identity fraud is critically 
important for companies inside the sharing 
economy, and the threat of such scams is 
predicted to grow over the next several years. 
An end-of-year Association of Certified Fraud 
Examiners study found that 73 percent of re-
spondents had observed identity fraud levels 
grow year over year in 2020, for example. It 
concluded that fraudsters worldwide are be-
coming fonder of identity theft or related 
scams, noting that identity fraud in the U.K. 
has grown 30 percent over the past five years. 
Most professionals believe identity fraud will 
become more prevalent in the future, with 80 

percent of the survey’s respondents predict-
ing that it will increase throughout 2021. 

U K  C O N S U M E R S  G R O W I N G  M O R E 
C O N C E R N E D  O V E R  I D E N T I T Y  T H E F T 

Consumers are also expressing more wor-
ry over the security of their digital identities, 
and one out of every 10 U.K. consumers 
believes their identities have already been 
stolen by fraudsters. More individuals are be-
ginning to realize that they must share their 
personal details with businesses or banks 
to confirm their identities, however, even as 
their own fraud-related anxieties rise. One 
survey regarding customers’ shifting cyberse-
curity feelings found that 66 percent of U.K. 
respondents believed identity proofing was 
implemented to protect their data, for exam-
ple. Consumers have greater expectations for 
the security measures attached to their digi-
tal accounts, however, and will likely continue 
to expect better fraud protection measures 
as time goes on. More of them are going on-
line to open accounts — as well as accessing 
services via their mobile apps — which means 
security must be a top priority for entities 
looking to attract and engage new customers. 
Security becomes even more critical for shar-
ing economy companies in particular, as such 
firms must protect these users’ digital iden-
tities as well as their physical safety, making 
continuous verification essential. 

https://www.crowdfundinsider.com/2021/04/174489-uks-national-fraud-database-cifas-reports-identity-fraud-up-significantly-new-survey-finds-digital-ids-may-solve-problem/
https://www.credit-connect.co.uk/consumer-news/fraud/one-in-ten-consumers-think-their-identity-has-been-stolen/
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New technologies 
and tools 
B I O M E T R I C S  T O  A U T H E N T I C AT E  $ 3 
T R I L L I O N  I N  T R A N S A C T I O N S  B Y  2 0 2 5 

Biometric technologies will likely play a 
key role in the digital identity space in the 
next several years as both their availabil-
ity and consumers’ comfort levels with 
them grow. Biometric authentication solu-
tions — including fingerprint, iris and voice 
scans — are expected to be available on 95 
percent of smartphone devices globally by 
2025, making them much more attractive 

as an authentication measure for consum-
ers increasing their use of mobile banking 
and payments. Biometric-authenticated pay-
ments are also anticipated to reach $3 trillion 
in value during the same period, a steep rise 
from $404 billion last year. 

Understanding this shift and responding 
swiftly is essential for businesses, especial-
ly as work becomes more mobile. Gig workers 
and other sharing economy participants often 
find jobs or receive their payments via mobile 
apps, meaning they are much more likely to 
prefer authentication measures that are al-
ready tailored to these devices. Firms would 
be wise to adjust their digital identification 
approaches accordingly.

https://www.zdnet.com/article/billions-of-smartphone-owners-will-soon-be-authorising-payments-using-facial-recognition/
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C O N S U M E R  C O M F O R T  W I T H  B I O M E T R I C 
I D E N T I F I C AT I O N  E X PA N D S 

Consumers’ trust in biometrics has been 
growing as they become more comfortable 
onboarding digitally. Such tools are be-
coming widely considered more secure, as 
they involve the authentication of inherent 
traits that can be more difficult for fraud-
sters to replicate. One recent study found 
that 41 percent of consumers are now more 
likely to open bank accounts digitally than 
they were prior to the pandemic, for exam-
ple. Three-quarters of those surveyed were 
also willing to share their biometric data — 
including their fingerprints, facial scans or 

voiceprints — with their FIs to authenticate 
their identities.

This could provide key opportunities for 
banks and businesses, including those in the 
sharing economy, to better gain the trust of 
new users. Implementing biometrics could 
reassure customers of an online platform’s 
safety, especially as online identity fraud 
worries mount. Integrating biometrics into 
one’s onboarding experiences could help po-
tential customers believe that their details 
will be kept safe. 

https://www.crowdfundinsider.com/2021/04/174489-uks-national-fraud-database-cifas-reports-identity-fraud-up-significantly-new-survey-finds-digital-ids-may-solve-problem/
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DEEP

How Biometrics Can 
Help The Sharing 
Economy Meet 
Consumers’ Digital 
ID Needs 
Sharing economy companies have found 
it particularly challenging to get custom-
ers’ attention since the pandemic began, as 
the health crisis has reduced the number 
of consumers who are commuting to work, 
booking vacations and international travel 
or participating in other key industry seg-
ments. Homesharing platform Airbnb, in one 
instance, reportedly lost 80 percent of its 
business within the first six weeks of the 

pandemic, according to statements from the 
company’s CEO. Sharing economy business-
es worked hard to differentiate themselves 
from their competitors even before the glob-
al health crisis added new challenges, with 
certain ridesharing platforms introducing 
food delivery services to keep customers 
engaged, for example. Consumers may be 
using transportation services less often, 
and therefore diversifying their services can 
help sharing economy companies to stay 
competitive. 

Sharing economy companies’ circumstances 
are improving, and the space is predicted to 
reach $335 billion in value by 2025. It remains 
crucial for sharing platforms to engage new 
customers and retain existing ones, however, 
and this now requires providing speedy and 
safe experiences to suit consumers’ shifting 

https://www.channelnewsasia.com/news/commentary/is-sharing-economy-dead-covid-19-airbnb-grab-uber-14162286
https://www.pwc.com/us/en/technology/publications/assets/pwc-consumer-intelligence-series-the-sharing-economy.pdf
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data security concerns. Synthetic identity 
fraud schemes have jumped 36 percent since 
2018, and this increase has made consumers 
as well as businesses more cautious when 
deciding whether to share information. 

Sharing economy firms must also be sure that 
the digital identification measures they are 
using to verify their customers and those of-
fering services via their platforms keep both 
parties safe. Interactions on such platforms 
go beyond logging in, meaning any breach-
es could have severe ramifications for users’ 
physical and digital safety. Robust identifica-
tion measures can create lasting trust among 
consumers and participants on these plat-
forms, and allaying consumers’ security and 
physical safety concerns should remain para-
mount for sharing economy firms.

The following Deep Dive examines the chal-
lenges and frictions these platforms face 
when verifying users’ identities. It also 
analyzes how tapping emerging technologies 
such as biometrics and moving to continu-
ous verification could foster trust and provide 
other key benefits to sharing economy firms 
as the economy grows. 

M E E T I N G  T H E  C O N S U M E R  T R U S T 
C H A L L E N G E 

Allowing consumers to seamlessly access 
services online has long been a fundamen-
tal draw of the sharing economy. Most of 
the industry’s companies are mobile or at 
least digital-first firms, supporting services 
that consumers can access directly through 
their smartphones or allowing drivers, couri-
ers or movers to receive payments via their 

smartphones. The pandemic has not affected 
sharing economy participants’ expectations 
regarding seamless login experiences, but 
it has changed the value they place on the 
digital security measures attached to this 
process — especially as the industry’s in-
nately digital nature makes it appealing to 
bad actors. 

American consumers collectively lost 
$56 billion to identity fraud in 2020, and 
such scams affected 49 million individu-
als. Eighteen percent of all identity fraud 
schemes for nonfinancial services during 
the past year occurred on delivery services 
such as DoorDash and Grubhub, one of the 
most popular segments of the sharing econ-
omy. This increase in online identity theft has 
prompted consumers to more closely exam-
ine the identity verification and security tools 
that sharing economy businesses offer before 
they onboard.

Concerns about data privacy are becom-
ing particularly prevalent among consumers. 
One 2019 report found that 70 percent of 
Americans believed their digital data was less 
secure than it had been five years before the 
time of the study, which means that one of 
sharing economy firms’ main challenges is re-
assuring consumers that their digital identity 
solutions are highly secure. This perceived 
danger is particularly troubling because any 
digital identity shortfalls can directly im-
pact users’ physical safety. One study found 
several instances of rideshare drivers in the 
Boston area utilizing stolen identities to 
pass background checks, allowing them to 
drive for the services under false pretenses. 

https://www.visualcapitalist.com/how-to-protect-business-from-online-fraud/
https://www.theregreview.org/2021/04/29/ahmed-gorfine-lau-us-digital-identity-crisis/
https://www.aarp.org/money/scams-fraud/info-2021/javelin-aarp-identity-fraud-survey.html
https://www.pewresearch.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-lack-of-control-over-their-personal-information/
https://whdh.com/news/7investigates-is-your-ride-share-driver-using-someone-elses-identity-to-pass-background-checks/
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Another recent report found that criminals 
tapped previously stolen information to sign 
up for false accounts on sharing economy 
apps before then using that access to rent 
or sell these accounts to users who were not 
qualified to work for these companies. This 
illicit behavior can harm not only the origi-
nal identity theft victim but also the riders 
these drivers are serving, and these issues 
can ultimately erode the trust that is critical 
to driving customer engagement and loyalty 
for sharing economy businesses. 

Creating that sense of trustworthiness may 
prove more difficult for some sharing econ-
omy companies, however, as many of these 
firms still use details such as email address-
es and passwords to authenticate users and 
keep their experiences speedy. PYMNTS’ 

research has found that almost 72 percent of 
sharing economy participants were asked to 
verify their identities only by providing their 
email addresses. Consumers are now ex-
pecting much more, however, making it key 
for sharing economy companies to introduce 
newer identification tools that can give them 
more confidence in security when interacting 
with sharing economy companies as either 
customers or participants. 

B R I N G I N G  B I O M E T R I C S  I N T O  T H E  G A M E 

Today’s consumers expect firms to take the 
necessary steps to protect their digital iden-
tities and their physical safety. PYMNTS’ 
research also found that more consumers are 
questioning the technologies that firms are 
utilizing for data security. Nearly 50 percent 

https://timesofsandiego.com/crime/2021/05/13/state-federal-agents-arrest-4-in-identity-theft-scheme-linked-to-rideshare-delivery-apps/
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of respondents ranked understanding the un-
derlying technology keeping their personal 
information safe as the third-most important 
factor when creating accounts or interact-
ing with existing entities. The two preceding 
factors were knowing that their sensitive 
information is protected and the reassur-
ance that their data will not be shared with 
third parties. 

Sharing economy companies must step up 
their game to satisfy consumers’ new se-
curity expectations. This is where emerging 
technologies such as biometrics could come 
into play, allowing consumers to authenti-
cate themselves using devices with which 
they are already familiar. Most smartphones 
are already equipped with biometric finger-
print scanners, and this trend is likely to 
expand over the next several years. Offering 
biometrics also provides consumers with 
more reassurances that their data and phys-
ical safety are accounted for, as these tools 
rely on identifiers unique to the individual 
in question. Examining how the use of such 
identification measures could benefit their 
platforms should therefore be a priority for 
entities in the sharing economy. 

T H E  F U T U R E  O F  I D E N T I T Y  V E R I F I C AT I O N 
I N  T H E  S H A R I N G  E C O N O M Y 

Differentiating between legitimate customers 
and fraudsters is essential for sharing econ-
omy companies despite the evolving fraud 
threats they face. Businesses and government 
agencies are reporting more concern regard-
ing synthetic identity theft in particular, as 
this type of scheme is becoming more com-
mon across industries. One June 2020 report 
found that 85 percent of credit applications 

at one credit union were made by fraudsters 
using synthetic identities, for example, high-
lighting the pervasiveness of synthetic fraud 
threats. Catching this type of fraud remains 
difficult for companies, however, with the 
report revealing that traditional fraud protec-
tion models fail to catch between 85 percent 
and 95 percent of synthetic identity fraud. 

Failing to protect against this and related 
fraud schemes can have severe consequenc-
es for sharing economy companies, as such 
attacks could imperil consumers’ physi-
cal safety as well as their financial security. 
Rideshare firms that do not have robust dig-
ital identification measures in place to 
authenticate customers and drivers, for ex-
ample, could find that bad actors slip onto 
their platforms using false identities. Data 
breaches originating from fraudsters us-
ing false identities can also significantly cost 
these companies, as the average price of a 
data breach reached $3.7 million in 2020. 

Leveraging digital identification solutions that 
can keep users safe online and in person is 
key for sharing economy entities, but doing so 
may require a change in how firms typically 
approach cybersecurity. Integrating biometric 
identification measures such as fingerprint or 
facial recognition is one way to enhance au-
thentication processes, but companies must 
broaden their idea of authentication be-
yond the point of onboarding or initial login. 
Implementing identity verification solutions 
that continuously confirm platform users’ 
identities — as well as collaborating with 
other platforms and with third-party firms — 
can build crucial trust in platforms’ security 
and drive further user engagement. 

https://www.cutimes.com/2021/02/03/biometrics-becoming-critical-to-the-payment-app-experience/
https://legal.thomsonreuters.com/blog/synthetic-identity-fraud-worrying-u-s-regulators/
http://www.fedpaymentsimprovement.org/wp-content/uploads/frs-synthetic-identity-payments-fraud-white-paper-july-2020.pdf
https://whdh.com/news/7investigates-is-your-ride-share-driver-using-someone-elses-identity-to-pass-background-checks/
https://www.govtech.com/fs/uber-lyft-partner-on-industry-sharing-safety-program.html
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A BOU T

PYMNTS.com is where the best minds 
and the best content meet on the 
web to learn about “What’s Next” 
in payments and commerce. Our 
interactive platform is reinventing the 
way in which companies in payments 
share relevant information about 
the initiatives that shape the future 
of this dynamic sector and make 
news. Our data and analytics team 
includes economists, data scientists 
and industry analysts who work with 
companies to measure and quantify 
the innovation that is at the cutting 
edge of this new world.

AU10TIX is an identity intelligence 
company on a mission to obliterate 
fraud and make the world a more 
secure, inclusive place through 
automated technologies that 
confidently link physical and 
digital identities. Our global, 
modular solutions — from identity 
document verification to biometric 
authentication, liveness detection 
and synthetic fraud detection — are 
backed by four decades of experience 
and enable businesses and customers 
to confidently connect.

https://pymnts.com/
https://www.au10tix.com/lp/idv-1/?utm_source=PYMNTS&utm_medium=Report2-launching&utm_campaign=Future-of-identity&utm_term=new


© 2021 PYMNTS.com All Rights Reserved

22
N E W S  &  T R E N D S

D I S C L A I M E R
The Future Of Identity Report may be updated periodically. While 
reasonable efforts are made to keep the content accurate and up to date, 
PYMNTS.COM: MAKES NO REPRESENTATIONS OR WARRANTIES OF 
ANY KIND, EXPRESS OR IMPLIED, REGARDING THE CORRECTNESS, 
ACCURACY, COMPLETENESS, ADEQUACY, OR RELIABILITY OF OR 
THE USE OF OR RESULTS THAT MAY BE GENERATED FROM THE USE 
OF THE INFORMATION OR THAT THE CONTENT WILL SATISFY YOUR 
REQUIREMENTS OR EXPECTATIONS. THE CONTENT IS PROVIDED” 

“AS IS” AND ON AN “AS AVAILABLE” BASIS. YOU EXPRESSLY AGREE 
THAT YOUR USE OF THE CONTENT IS AT YOUR SOLE RISK. PYMNTS.
COM SHALL HAVE NO LIABILITY FOR ANY INTERRUPTIONS IN THE 
CONTENT THAT IS PROVIDED AND DISCLAIMS ALL WARRANTIES WITH 
REGARD TO THE CONTENT, INCLUDING THE IMPLIED WARRANTIES 
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, 
AND NON-INFRINGEMENT AND TITLE. SOME JURISDICTIONS DO 
NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES, AND, IN 
SUCH CASES, THE STATED EXCLUSIONS DO NOT APPLY. PYMNTS.
COM RESERVES THE RIGHT AND SHOULD NOT BE LIABLE SHOULD IT 
EXERCISE ITS RIGHT TO MODIFY, INTERRUPT, OR DISCONTINUE THE 
AVAILABILITY OF THE CONTENT OR ANY COMPONENT OF IT WITH OR 
WITHOUT NOTICE. 

PYMNTS.COM SHALL NOT BE LIABLE FOR ANY DAMAGES 
WHATSOEVER, AND, IN PARTICULAR, SHALL NOT BE LIABLE FOR ANY 
SPECIAL, INDIRECT, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, OR 
DAMAGES FOR LOST PROFITS, LOSS OF REVENUE, OR LOSS OF USE, 
ARISING OUT OF OR RELATED TO THE CONTENT, WHETHER SUCH 
DAMAGES ARISE IN CONTRACT, NEGLIGENCE, TORT, UNDER STATUTE, 
IN EQUITY, AT LAW, OR OTHERWISE, EVEN IF PYMNTS.COM HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

SOME JURISDICTIONS DO NOT ALLOW FOR THE LIMITATION OR 
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL 
DAMAGES, AND IN SUCH CASES SOME OF THE ABOVE LIMITATIONS 
DO NOT APPLY. THE ABOVE DISCLAIMERS AND LIMITATIONS ARE 
PROVIDED BY PYMNTS.COM AND ITS PARENTS, AFFILIATED AND 
RELATED COMPANIES, CONTRACTORS, AND SPONSORS, AND EACH 
OF ITS RESPECTIVE DIRECTORS, OFFICERS, MEMBERS, EMPLOYEES, 
AGENTS, CONTENT COMPONENT PROVIDERS, LICENSORS, AND 
ADVISERS. 

Components of the content original to and the compilation produced 
by PYMNTS.COM is the property of PYMNTS.COM and cannot be 
reproduced without its prior written permission. 


	_Hlk30431880

