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into hubs of commercial activity, with many 
now collecting troves of personal details that 
make them highly attractive to advertisers as 
well as fraudsters and bad actors. Phishing 
scams and other fraud schemes that rely on 
previously stolen data or synthetic identi-
ties are becoming more prevalent on these 
platforms, recently leading the U.S. Internal 
Revenue Service to issue a warning to con-
sumers to be wary of such schemes.

Persistent fraud on these platforms can have 
severe repercussions for all parties involved, 
damaging users’ trust in social media net-
works or connected  brands. It is thus critical 
for social media platforms to ensure that in-
dividual users, businesses and brands are 
who they claim to be. Integrating robust dig-
ital identity verification solutions into social 
media sites and apps is becoming essential 
to earning and keeping users’ trust.

Consumers are now spending more time 
interacting with businesses, financial in-
stitutions (FIs) and professional contacts 
on digital channels, and these interactions 
are frequently occurring on social media 
platforms. Seventy-two percent of United 
States consumers now say they are utiliz-
ing social media sites including video- and 
content-sharing platforms such as YouTube 
and TikTok as well as networking sites like 
LinkedIn and Facebook. Retailers, indepen-
dent contractors, content creators and other 
businesses have followed suit, with another 
recent study finding that 94 percent of sales 
professionals now use “social selling tools” 
to promote their brands or products on these 
popular locations.

Social media platforms have therefore 
transformed from networks on which us-
ers simply connect with other individuals 

WH AT ’S

https://news.hamlethub.com/somers/publicsafety/6435-dirty-dozens-scams-ii-irs-urges-caution-with-email-social-media-and-phones-as-part-of-dirty-dozen-series
https://www.pewresearch.org/internet/2021/04/07/social-media-use-in-2021/
https://www.entrepreneur.com/article/376504
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A R O U N D  T H E  I D E N T I T Y  V E R I F I C AT I O N 
S PA C E

Fraud events can leave social media sites 
and other businesses open to more malicious 
forms of fraud, as bad actors can cherrypick 
previously stolen data to build out synthet-
ic identities that can be difficult to detect. 
Companies’ spending on digital identity ver-
ification measures is likely to jump as such 
threats become more prevalent: one recent 
study predicts that such spend will grow to 
$16.7 billion by 2026. This would represent 
a 77 percent increase from the $9.4 billion 
firms are expected to invest in  greater iden-
tification solutions by the end of this year. 
Robust identification tools are clearly growing 
more important to companies as they con-
duct more business on virtual channels and 
synthetic identity fraud rates continue to rise.

Companies need to be able to isolate false 
identities, but 85 percent to 95 percent of 
all synthetic identity fraud goes undetect-
ed by traditional fraud systems, according 
to one recent study. Jonathan Wilson, chief 
product officer for digital identity verification 
provider AU10TIX, told PYMNTS in a recent in-
terview that rooting out such fraud instead 
requires emerging technologies that rely on 
unique consumer identifiers. Fraudsters typ-
ically cobble together synthetic identities 
using several sources of stolen data, in-
cluding email addresses or social security 
numbers, but biometric capabilities tied to 
onboarding individuals can enhance identity 
verification in a way that fraudsters cannot 
fool. AU10TIX performs a series of “liveness” 
tests to ensure that the person in the cam-
era frame is a real person, and those tests 
are carried out using artificial intelligence 

https://www.thinkdigitalpartners.com/news/2021/06/22/surge-in-spending-on-digital-id-accelerated-by-pandemic/
https://www.pymnts.com/news/security-and-risk/2021/a-patchwork-of-personas-complicates-merchant-onboarding/
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(AI)-driven software that can help its enter-
prise customers  protect against this type of 
fraud more effectively. 

Robust digital identity verification measures 
are also growing increasingly critical for so-
cial media platforms as they collect higher 
volumes of data. Content and video sharing 
app TikTok recently announced it may be-
gin collecting users’ biometric information, 
including voiceprints and faceprints, per its 
privacy policy, for example. Ensuring this type 
of data is protected from fraudsters or other 
bad actors is critical to keeping users’ trust 
and ensuring their experiences remain safe as 
well as seamless. 

For more on these stories and other identi-
ty verification headlines, read this edition’s 
News and Trends section (p. 12).

T W I T T E R  D I S C U S S E S  H O W  S O C I A L 
M E D I A  S I T E S  C A N  TA I L O R  I D E N T I T Y 
V E R I F I C AT I O N  T O  K E E P  U S E R S ’  T R U S T

Social media platforms are hubs of activity, 
with an increasing number of consumers and 
businesses of all types utilizing these sites 
to find news, make purchases or seek pro-
fessional opportunities. The expanding role 
these platforms play in users’ lives makes it 
essential to reassure consumers not only that 
their identity details are being kept secure 
but also that it is safe to engage with oth-
er platform users. This requires building trust 
in both the platform and the identity verifi-
cation process. In this month’s Feature Story 

(p. 9), Sudan Sethuramalingam, Twitter’s 
head of service technology and scaled opera-
tions, explains how social media apps should 
look to pitch identity verification as a plat-
form benefit to users.

D E E P  D I V E :  W H Y  S O C I A L  M E D I A 
C O M PA N I E S  M U S T  R E T H I N K  T H E I R 
C O N C E P T  O F  D I G I TA L  I D E N T I T Y  T O 
M E E T  S H I F T I N G  V E R I F I C AT I O N  N E E D S

Social media use is now a standard part of the 
average consumer’s day, with many individu-
als heading to these platforms to consume 
news and entertainment as well as interact 
with favorite brands or content creators. This 
usage bump has only increased these sites’ 
attractiveness to fraudsters, making it im-
perative for social media companies to enact 
strong identity verification solutions. These 
processes must be able to verify that account 
users are who they say they are, both when 
individuals access their own accounts and 
when they connect with others on the plat-
form. This month’s Deep Dive (p. 15) analyzes 
how identity verification needs on social me-
dia platforms are shifting and how these 
companies can respond to these changes to 
fight identity fraud and keep users’ trust.

https://techcrunch.com/2021/06/03/tiktok-just-gave-itself-permission-to-collect-biometric-data-on-u-s-users-including-faceprints-and-voiceprints/?guccounter=1
https://twitter.com/
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Why are robust identity verification solutions 
becoming critical to helping social media plat-
forms keep users’ trust? 
“Social media platforms can influence how 
people look at society, make healthcare deci-
sions, engage in politics or purchase products 
and services, and their reach continues to grow. 
In fact, as of January 2021, social media users 
jumped by more than 13 percent over the past 
year, bringing the global total to nearly 4.2 bil-
lion. In a recent study, a staggering 57 percent 
of millennials say they get their daily news up-
dates from social media outlets.
As more people make decisions that could 
have long-term consequences based on what 
is shared on social media platforms, trust be-
comes the anchor for who people follow and 
believe to be credible. For example, when 
reading the conflicting health and safety ad-
vice being shared during the pandemic, how 
did you know that someone who claimed to be 
an educator, or a physician and had millions of 
followers, had that experience and [were] who 
they claimed to be? 
Behind the username, we need to ensure peo-
ple are who they say they are and have the 
required credentials. This is why identity verifi-
cation solutions are so critical for social media 
platforms.”
Which emerging identity verification tools 
and solutions could play prominent roles in 
the social media space over the next several 
years and why?
“Identity document authentication is the start-
ing point for building digital identity and acts 
as a trust anchor on which further layers of 
identity assurance can be built. As identity ver-
ification for social media platforms evolve, a 
layered approach to identity will likely play a 
prominent role. 
Asking users to prove [their] identit[ies] us-
ing government-issued documents combined 
with biometrics increases reliability in the ver-
ification process and takes into account that 
individual and business identities are made up 
of various unique attributes. Another solution to 
consider is verifiable credentials, which are dig-
itized IDs like driver’s licenses or Social Security 

cards. Verifiable credentials have the potential 
to repair the trust lost to misinformation, help 
users and businesses control their identity and 
establish trust.
With the behavioral verification market pro-
jected to reach $4.6 billion by 2027, more 
businesses are turning to behavioral verification 
for an added layer of security. This solution is 
particularly helpful if bad actors [are] able to 
gather all the correct credentials. Instead of 
verifying documents or biometrics, behavior-
al verification analyzes human activity patterns 
for fraudulent behaviors.”
How do you see consumers’ identity verifi-
cation needs shifting as more individuals tap 
social media not just for entertainment but to 
connect with businesses or make payments?
“As businesses and commerce shift to so-
cial media platforms, it is not just consumers 
who need to be verified but the businesses 
themselves. Fake business accounts are being 
created to sell fake products or obtain sensitive 
information, and many are falling prey to these 
tactics. In fact, consumer losses due to fraud 
totaled more than $3.3 billion in 2020, up from 
$1.8 billion in 2019. New demand for business 
verification and employee verification is [also] 
creating a total addressable market of more 
than $20 billion in 2024. 
A verified business account provides instant 
proof and credibility for [a] brand that can help 
combat fraudulent activities and establish 
trust. Additionally, verified users provide busi-
nesses peace of mind that they are interacting 
with the appropriate individual. The future of 
social media platforms relies on the ability to 
build and maintain trust for both businesses 
and users, and proper identity verification solu-
tions are integral to the future of trusted digital 
and physical interactions.” 

CAREY O’CONNOR KOLAJA 
CEO 
AU10TIX

EXECUTIVE INSIGHT

https://www.au10tix.com/
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FIVE FAST FACTS

SOCIAL MEDIA USE IS 
NOW ROUTINE
Seventy-two percent of Americans are now 
utilizing some form of social media.

BUSINESSES LOOK TO 
SOCIAL MEDIA FOR SALES
Ninety-four percent of sales professionals use 
social media to market brands or products.

COMPANIES TO INVEST 
FURTHER IN IDENTITY 
VERIFICATION
Spending on identity verification solutions will 
reach $16.7 billion by 2026.

ACTIVE SOCIAL MEDIA 
USERS MORE AT RISK FOR 
FRAUD
Active social media users are 30 percent more 
likely to be affected by fraud.

IDENTITY-RELATED 
FRAUD SWELLS
Forty-five percent of influencer accounts on 
Instagram are assumed to be fraudulent.
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FE AT URE

Twitter On Why 
Social Media 
Companies Must 
Evolve Their Digital 
Identity Verification 
Practices To Keep 
Users’ Trust
Social media sites have become standard 
touch points for millions of consumers and 
businesses worldwide. Ensuring that fraud 
— whether in the form of false users or inac-
curate or malicious content — is not allowed 
to circulate on these sites is thus a top pri-
ority for most of these platforms as they 
become hubs for business and payments as 
well as news and entertainment. This makes 

putting robust identity verification measures 
in place essential, but users of these sites 
have not always been totally comfortable 
sharing personal data with social media sites, 
said Sudan Sethuramalingam, Twitter’s head 
of service technology and scaled operations.

“People in general have felt, ‘I do not want 
to share my ID on a social network,’ because 
they think showing or providing [their] ID is like 
throwing your ID in the ocean or something 
and anyone can get access to it and someone 
random is going to pick it up,” he said.

Gaining users’ trust is the first step toward 
assuaging those fears, Sethuramalingam con-
tinued. This means keeping pace with current 
customer security preferences while framing 
the identity verification process as a benefit 
rather than a point of friction for users.

https://twitter.com/
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M E E T I N G  C O N S U M E R S ’  S H I F T I N G 
I D E N T I T Y  V E R I F I C AT I O N  N E E D S

Keeping users engaged requires social media 
platforms to build trust inside the verifica-
tion process itself, Sethuramalingam said. He 
likened the experience to the authentication 
steps usually undertaken at airports, where 
customers generally see them as a value-add 
— something desirable that is done with their 
best interests in mind. Developing this trust 
requires that social media companies use 
verification measures that reassure individ-
uals about their own accounts’ security and 
also about other users’ legitimacy, he said.

“I think identity [verification] is important 
in saying … [it is] OK to follow this person, 
it is secure, because they are a verified 
user, we stand behind them to some ex-
tent and [users] can follow this account,” 
Sethuramalingam said.

This also means that social media sites must 
stay up to date on which identifiers or au-
thentication factors users prefer. The age of 
static online verification through details like 
usernames and passwords is ending as cus-
tomers begin to increasingly trust  emerging 
methods like biometrics or two-factor au-
thentication to access devices and services 
in the offline world, he explained.

“I think we have seen this in our own [lives],” 
he said. “We started with key PIN pads and 
passwords, and slowly we are now using bio-
metrics to log in to our phones and homes 
and cars. … If you look at all these data 
points that help build trust and identity, right 
now biometrics and AI provide better trust 
than having a login password or two-factor 

passwords — biometrics are more secure. So, 
in a way, I think we will keep on reaching for 
more ways to identify someone that are more 
secure and build more trust [for the] user.”

Incorporating emerging identity verifica-
tion measures that layer new or unique data 
points to authenticate users, such as biomet-
ric identifiers, will also likely become more 
important for social media companies over 
time, he added. More companies and individu-
als are shifting to digital channels to conduct 
much of their business, and online entities 
need to find ways to verify such users out-
side of the historical norm for this expansion 
to truly continue.

E X PA N D I N G  A C C E S S  T O  D I G I TA L 
S E R V I C E S  W I T H  N E W  I D E N T I T Y 
V E R I F I C AT I O N  M E T H O D S

It is crucial for social media sites and other 
businesses to consider how identity itself is 
changing as more aspects of daily life shift 
online, Sethuramalingam said. Relying heav-
ily on traditional methods of identification 
could bar a significant number of consumers 
from participating online or accessing digital 
services, he added, pointing to the millions 
of individuals globally lacking birth certifi-
cates, driver’s licenses or other forms of ID. 
Incorporating alternative data points into 
users’ digital identities is one way that busi-
nesses may be able to help such individuals 
participate in the expanding digital economy.

“We are going to be in this constant move-
ment of collecting new data that is going to 
identify who [individuals] are. … [It goes] hand 
in hand with security and privacy, because 
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there are folks who care about certain types 
of data and there are folks who do not care 
about it because they think it does not add 
any value to [identifying] who [users] are,” he 
said. “So I just think it is a constant evolution; 
just like we evolved as humans, our identity 
[evolves] as humans.”

Staying on top of this evolution is likely to be 
key for social media companies, especially as 
more individuals turn to these platforms not 
only to find entertainment, share content and 
make professional connections but also to 
unlock new ways to shop and pay. Providing 
such users with identification solutions that 
meet their own unique needs is therefore a 
must for social media firms in the future.
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NE WS  &

Social media and 
identity
T I K T O K  P R I V A C Y  C H A N G E  A L L O W S  A P P 
T O  C O L L E C T  U S E R S ’  B I O M E T R I C  D ATA

Social media apps are collecting addi-
tional types of data from their userbases. 
Content-sharing app TikTok recently changed 
its privacy policy to note that it might collect 
biometric information about its U.S. users, in-
cluding faceprints and voiceprints. The policy 
also indicated that the app would be ask-
ing consent from consumers before it would 
begin doing so. Biometric data will join an ex-
tensive list of information already gathered 
by the app, including details about the audio 
or visual elements that might appear in con-
sumers’ backgrounds.

The app’s privacy policy also stated that it 
would collect such biometric identifiers with-
in the parameters of U.S. law, but only a 
handful of states have dedicated regulations 
on biometric privacy. These include California, 
Illinois, New York, Texas and Washington, 
meaning that consumers in other states may 
not need to be informed that the app is stor-
ing their biometrics.

A M A Z O N  L E A N S  O N  S O C I A L  M E D I A 
C O M PA N I E S  T O  S H U T  D O W N  F A L S E 
R E V I E W S

False identities and other forms of fraud — 
such as false reviews perpetrated on social 
media platforms — can damage third-party 
businesses as well as the platforms and us-
ers themselves. eCommerce giant Amazon 
recently appealed to social media companies 
to be more vigilant regarding false reviews on 
their sites for this reason. The eCommerce 

https://techcrunch.com/2021/06/03/tiktok-just-gave-itself-permission-to-collect-biometric-data-on-u-s-users-including-faceprints-and-voiceprints/?guccounter=1
https://www.cnbc.com/2021/06/16/amazon-asks-social-media-companies-to-help-it-root-out-fake-reviews.html
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giant claimed it had highlighted more than 
300 separate groups where such reviews were 
circulating on social media platforms in the 
first three months of 2020, with these sites 
taking an average of 45 days to remove them. 
Fake reviews can mislead consumers into 
buying counterfeit or subpar goods as well 
as damage businesses’ overall credibility with 
buyers, and Amazon recommends that me-
dia platforms invest in “proactive” solutions 
that could isolate and remove such content 
at scale. These strategies could include im-
plementing technology that can more easily 
distinguish between credentialed  users and 
fraudsters, removing the bad actors before 
they have a chance to post harmful content.

C R Y P T O C U R R E N C Y  S C A M S  S W E L L  O N 
S O C I A L  M E D I A  S I T E S

Bad actors are also more than willing to cap-
italize on current trends to defraud buyers: 
The present cryptocurrency boom is power-
ing a rush of related content on social media 
sites, for example. Forty  percent of crypto-
currency investors stated they had bought 
altcoins after seeing advertisements for them 
on social media.

Cryptocurrency and fraud experts are warn-
ing new investors that many of these 
advertisements may be for fraudulent cryp-
tocurrencies, however, with the unregulated 
nature of these coins plus the large potential 
audience for them on social media sites cre-
ating ideal conditions for bad actors. Experts 
warned individuals to remain vigilant of such 
scams as social media platforms look to 
clamp down on these and other malicious 
advertisements.

General synthetic 
identity challenges 
and new behaviors
B U S I N E S S E S ’  S P E N D I N G  O N  D I G I TA L 
I D E N T I T Y  V E R I F I C AT I O N  S U R G E S

Companies have been paying closer attention 
to their digital identification measures in re-
cent years, and this trend is likely to continue. 
A report projected businesses’ spending on 
digital identity verification tools will grow by 
77 percent between 2021 and 2026, for ex-
ample. This means that companies will invest 
a collective $16.7 billion on such solutions in 
2026 and $9.4 billion by the end of this year.

Banking and financial services entities will 
drive much of this digital identity splurge, 
with such firms expected to account for 62 
percent of overall spend by 2026. It is there-
fore likely that banks will be taking further 
steps to protect their platforms and cus-
tomers from attacks that rely on stolen 
credentials over the next few years.

I D E N T I T Y- B A S E D  F R A U D  AT TA C K S 
R E M A I N  A  T O P  T H R E AT

Attacks that rely on previously stolen in-
formation remain one of the top threats for 
businesses this year, in fact. A new report 
by the Identity Defined Security Alliance 
found that 79 percent of surveyed busi-
nesses suffered identity-related breaches or 
cyberattacks in the past two years. This is 
consistent with results from the group’s 2020 
study, indicating that synthetic identity and 

https://www.thesun.co.uk/money/15441723/scammers-influencers-dupe-crypto-investors/
https://www.thinkdigitalpartners.com/news/2021/06/22/surge-in-spending-on-digital-id-accelerated-by-pandemic/
https://solutionsreview.com/identity-management/idsa-releases-2021-trends-in-securing-digital-identities/
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related identity scams have remained dan-
gerous for online entities.

Fraudsters are also still relying on treasured 
tactics such as phishing to acquire those 
credentials. Phishing was responsible for 68 
percent of breaches, the study found, slight-
ly up from the 66 percent of such attacks it 
represented in 2020. Figuring out how to pro-
tect against such attacks should therefore be 
a priority for online businesses.

H O W  I M P L E M E N T I N G  A I ,  B I O M E T R I C S 
C A N  P R O T E C T  A G A I N S T  S Y N T H E T I C  I D 
F R A U D

Guarding against synthetic identity fraud is 
tricky for companies, however — approxi-
mately 85 percent to 95 percent of all such 
fraud goes undetected, according to one re-
cent report. Detecting such fraud requires 
businesses to turn to emerging technologies 
as well as alternative data sources, Jonathan 

Wilson, chief product officer for digital iden-
tity verification provider AU10TIX, explained in 
a recent PYMNTS interview.

Fraudsters stitch together synthetic IDs with 
information stolen from various sources, 
Wilson said, but they typically include data 
such as Social Security numbers or dates of 
birth. Integrating alternative sources of iden-
tification such as biometric details can help 
businesses build out more well-rounded cus-
tomer identity profiles, making it easier to 
distinguish between legitimate consumers 
and fraudsters. Such tools can then be paired 
with advanced technologies such as AI, 
which can examine all these different sourc-
es of data at speed for the best outcomes. 
Incorporating such technologies is therefore 
essential to fight off synthetic identity fraud.

https://www.pymnts.com/news/security-and-risk/2021/a-patchwork-of-personas-complicates-merchant-onboarding/
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DEEP

Why Social Media 
Platforms Must 
Rethink The Way 
They Treat Digital 
Identity To Maintain 
Users’ Trust
Approximately 4.2 billion individuals utilize 
social media sites globally, and 490 million 
new users signed on to such sites in 2020 
alone. Leveraging these platforms for every-
thing from entertainment to shopping has 
quickly become commonplace for consum-
ers, but as usage has expanded, so has the 
threat of fraud. Active social media users are 
at particular risk of identity theft, according 
to one recent study, which found that these 
individuals were 30 percent more likely to be 
affected by it than those on other types of  
digital platforms, such as retail sites. The cost 

of identity theft is also on the rise, with the 
U.S. Federal Reserve indicating that synthet-
ic identity fraud was the “fastest-growing” 
financial crime the country’s banks and busi-
nesses faced in January 2020.

Businesses are ascribing more value to ro-
bust identity verification processes, with 
one recent study finding that most organi-
zations surveyed viewed identity verification 
as essential to maintaining consumer trust. 
Consumers appear to be valuing such 
services more highly as well, expecting plat-
forms not only to safeguard their information 
but also to assure them that other users 
are who they claim to be. This makes it cru-
cial for social media platforms to properly 
verify the identities of the individuals, busi-
nesses, brands and content creators using 
their sites. One recent study claimed that 
55 percent of all influencers on photo- and 
video-sharing app Instagram, some unknow-
ingly, engaged in fraudulent activities in 2020, 
for example, and the report also estimated 

https://datareportal.com/reports/digital-2021-global-overview-report
https://www.businessnewsdaily.com/4194-social-media-security-tips.html
https://www.cnbc.com/2020/01/16/criminals-using-frankenstein-identities-to-steal-from-banks.html
https://martechseries.com/sales-marketing/id-mgmt/identity-trust-transformed-new-research-indicates-increased-identity-verification-authentication-processes-drive-strong-return-investment/
https://www.prweek.com/article/1712976/half-instagram-influencers-engaged-fraud-45-per-cent-accounts-fake
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that 45 percent of all active accounts on the 
platform were fake.

Distinguishing between false and legitimate 
users should be a top priority for such plat-
forms. The following Deep Dive examines 
the way digital identity is progressing on so-
cial media and explores why strong identity 
verification solutions are proving increasing-
ly vital to maintaining users’ trust on these 
these community-based sites.

R E S P O N D I N G  T O  I D E N T I T Y 
V E R I F I C AT I O N  S H I F T S 

Social platforms  have a pivotal stake in gain-
ing user trust: They need it to foster and 
keep engagement on their sites, and that now 
means providing strong security. Sixty-four 
percent of social media users in one re-
cent study asserted that platforms such as 
Facebook and Twitter should require “real” 
identification from prospective users — in-
cluding driver’s licenses, passports or other 

forms of physical ID. Linking social media ac-
counts with these real IDs, they argue, would 
allow sites to keep their users accountable 
for what they post.

Proper verification of social media users must 
be a twofold process to establish trust, how-
ever. It requires platforms to verify not just 
the identities of individual users consuming 
news or entertainment  but also those of the 
content creators and brands with which those 
individuals interact. Both processes must run 
seamlessly on these platforms to create a 
secure environment for content sharing and 
for businesses or content creators to be prof-
itable. Consumers willing to pay for exclusive 
services such as Instagram’s paid story fea-
ture, which is in development, need to know 
they can trust that creators are who they say 
they are to be persuaded to complete their 
purchases, for example.

Verified content creators, on the other hand, 
must be sure platforms are not allowing 

https://eandt.theiet.org/content/articles/2021/04/social-media-users-should-be-verified-with-real-id-it-professionals-say/
https://www.inputmag.com/tech/instagram-is-developing-a-paid-stories-feature-called-exclusive-stories
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false, imitative accounts run by fraudsters  or 
fraudulent posts to circulate that could dam-
age their professional reputations and harm 
their followers.

Protecting against the growing threat of syn-
thetic identity and related fraud is thus key 
for social media firms looking to maintain us-
ers’ sense of trust in their platforms and the 
content circulating on them.

S H I N I N G  A  S P O T L I G H T  O N  S Y N T H E T I C 
F R A U D

Fraud incidents have increased  on social me-
dia sites as they gain global popularity, with 
cybercriminals all too willing to take ad-
vantage of these digital — and occasionally 
anonymous — environments to perpetrate 
increasingly costly schemes. Americans 
alone lost $382 million to online scams re-
lated to the pandemic in the past year, for 
example. Many fraudsters are also turning to 
social media to collect the personal data that 
more consumers are sharing on these sites. 
Sixty-eight percent of consumers admitted 
to including their birthdays on public social 
media accounts, for example, while 63 per-
cent reported they had shared the names of 
their high schools.

Bad actors can combine this publicly avail-
able information with data they have stolen 
from other sites to create synthetic iden-
tities that are harder for social media and 
third-party businesses to detect — birthdays 
or similar details are often used as security 
questions authenticating digital account ac-
cess, for example. Identity verification tools 
must therefore not just reassure users for 

the purpose of gaining their trust but also 
back up that reassurance with strong defens-
es against fraud.

T H E  F U T U R E  O F  I D E N T I T Y  V E R I F I C AT I O N 
O N  S O C I A L  M E D I A

Responding to social media users’ changing 
verification needs is possible only if platforms 
rethink their understanding of digital identity. 
Employing static details, such as usernames 
and passwords, or even detailed information, 
such as users’ high schools or the names of 
the first streets they lived on, is no longer 
sufficient to ensure that account access is 
legitimate. Social media platforms must in-
corporate solutions like biometrics that rely 
on unique identifiers and are thus more resis-
tant to fraudsters.

Developing identity verification solutions that 
can soothe consumers’ and businesses secu-
rity worries as these platforms become the 
linchpin of the online experience for both 
groups is therefore key. Social media is quick-
ly becoming the way that most users interact 
both for professional and personal reasons, 
prompting businesses of all scales to utilize 
these platforms as well. Reassuring social 
media users — whether consumers, busi-
nesses or content creators — of the safety of 
their platforms requires the implementation 
of robust identity verification solutions that 
can respond to increasingly digital daily life.

https://www.ksat.com/ksat-community/2021/07/02/tips-on-how-to-spot-identity-theft-and-financial-fraud/
https://www.businessnewsdaily.com/4194-social-media-security-tips.html
https://www.pymnts.com/news/security-and-risk/2021/a-patchwork-of-personas-complicates-merchant-onboarding/
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PYMNTS.com is where the best minds 
and the best content meet on the 
web to learn about “What’s Next” 
in payments and commerce. Our 
interactive platform is reinventing the 
way in which companies in payments 
share relevant information about 
the initiatives that shape the future 
of this dynamic sector and make 
news. Our data and analytics team 
includes economists, data scientists 
and industry analysts who work with 
companies to measure and quantify 
the innovation that is at the cutting 
edge of this new world.

AU10TIX is an identity intelligence 
company on a mission to obliterate 
fraud and make the world a more 
secure, inclusive place through 
automated technologies that 
confidently link physical and 
digital identities. Our global, 
modular solutions — from identity 
document verification to biometric 
authentication, liveness detection 
and synthetic fraud detection — are 
backed by four decades of experience 
and enable businesses and customers 
to confidently connect.

https://pymnts.com/
https://www.au10tix.com/lp/idv-1/?utm_source=PYMNTS&utm_medium=Report2-launching&utm_campaign=Future-of-identity&utm_term=new
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D I S C L A I M E R
The Future Of Identity Report may be updated periodically. While 
reasonable efforts are made to keep the content accurate and up to date, 
PYMNTS.COM: MAKES NO REPRESENTATIONS OR WARRANTIES OF 
ANY KIND, EXPRESS OR IMPLIED, REGARDING THE CORRECTNESS, 
ACCURACY, COMPLETENESS, ADEQUACY, OR RELIABILITY OF OR 
THE USE OF OR RESULTS THAT MAY BE GENERATED FROM THE USE 
OF THE INFORMATION OR THAT THE CONTENT WILL SATISFY YOUR 
REQUIREMENTS OR EXPECTATIONS. THE CONTENT IS PROVIDED”  

“AS IS” AND ON AN “AS AVAILABLE” BASIS. YOU EXPRESSLY AGREE 
THAT YOUR USE OF THE CONTENT IS AT YOUR SOLE RISK. PYMNTS.
COM SHALL HAVE NO LIABILITY FOR ANY INTERRUPTIONS IN THE 
CONTENT THAT IS PROVIDED AND DISCLAIMS ALL WARRANTIES WITH 
REGARD TO THE CONTENT, INCLUDING THE IMPLIED WARRANTIES 
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, 
AND NON-INFRINGEMENT AND TITLE. SOME JURISDICTIONS DO 
NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES, AND, IN 
SUCH CASES, THE STATED EXCLUSIONS DO NOT APPLY. PYMNTS.
COM RESERVES THE RIGHT AND SHOULD NOT BE LIABLE SHOULD IT 
EXERCISE ITS RIGHT TO MODIFY, INTERRUPT, OR DISCONTINUE THE 
AVAILABILITY OF THE CONTENT OR ANY COMPONENT OF IT WITH OR 
WITHOUT NOTICE. 

PYMNTS.COM SHALL NOT BE LIABLE FOR ANY DAMAGES 
WHATSOEVER, AND, IN PARTICULAR, SHALL NOT BE LIABLE FOR ANY 
SPECIAL, INDIRECT, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, OR 
DAMAGES FOR LOST PROFITS, LOSS OF REVENUE, OR LOSS OF USE, 
ARISING OUT OF OR RELATED TO THE CONTENT, WHETHER SUCH 
DAMAGES ARISE IN CONTRACT, NEGLIGENCE, TORT, UNDER STATUTE, 
IN EQUITY, AT LAW, OR OTHERWISE, EVEN IF PYMNTS.COM HAS BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

SOME JURISDICTIONS DO NOT ALLOW FOR THE LIMITATION OR 
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL 
DAMAGES, AND IN SUCH CASES SOME OF THE ABOVE LIMITATIONS 
DO NOT APPLY. THE ABOVE DISCLAIMERS AND LIMITATIONS ARE 
PROVIDED BY PYMNTS.COM AND ITS PARENTS, AFFILIATED AND 
RELATED COMPANIES, CONTRACTORS, AND SPONSORS, AND EACH 
OF ITS RESPECTIVE DIRECTORS, OFFICERS, MEMBERS, EMPLOYEES, 
AGENTS, CONTENT COMPONENT PROVIDERS, LICENSORS, AND 
ADVISERS. 

Components of the content original to and the compilation produced 
by PYMNTS.COM is the property of PYMNTS.COM and cannot be 
reproduced without its prior written permission. 
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